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Executive Summary

Large language models (LLMs) are deployed in safety-critical, enterprise, and regulated environ-
ments where reliability under adversarial conditions is a prerequisite for trust. In these settings,
robustness to single-turn inference-time jailbreak attacks, prompt manipulations designed to bypass
safety controls, is not merely a research concern but an operational and governance requirement.
Prior benchmarking efforts, including AlLuminate v1.0 and MLCommons Jailbreak Benchmark
v0.5, have established shared infrastructure for measuring harmful outputs and safety degrada-
tion under attack. However, as deployment contexts mature and regulatory scrutiny increases,
benchmarking must evolve beyond simple collections of adversarial prompts. Organizations require
evaluation methodologies that are not only technically sound but also reproducible, interpretable,
and defensible to auditors and governance bodies. This paper addresses that need by proposing a
taxonomy-driven methodology for benchmarking single-turn jailbreak attacks.

Problem

As LLMs are increasingly deployed in regulated and governance-sensitive environments, jailbreak
benchmarking must support not only technical robustness assessment but also defensible and au-
ditable evaluation practices. However, existing jailbreak evaluations exhibit structural limitations
that prevent them from meeting these requirements.

e Lack of Defensibility: Many benchmarks rely on a selection of attacks without a principled
rationale for inclusion. In the absence of a formal taxonomy, it remains unclear why certain
attacks are selected and others omitted, coverage claims cannot be systematically justified, and
attack selection appears discretionary rather than methodologically grounded. Consequently,
external auditors cannot verify whether the benchmark meaningfully represents the attack
surface, undermining governance credibility.

e Coverage Gaps Across Attack Families: Without structured classification, widely publicized
jailbreak styles dominate evaluation corpora, while less visible but structurally distinct mech-
anisms—such as encoding-based obfuscation, semantic-preserving perturbations, and compo-
sitional instruction strategies may be underrepresented. This imbalance risks overfitting to
familiar attack patterns, producing incomplete adversarial coverage and misleading robust-
ness estimates. Given the combinatorial space of prompt manipulations, balanced sampling
across mechanisms is not achievable without an explicit structural framework.

e Reproducibility and Verifiability: Reproducibility is compromised when categories overlap,
operate at inconsistent abstraction levels, or lack deterministic placement rules. Without one-
instance-to-one-category assignment, inter-annotator agreement weakens and cross-organizational
comparisons become unstable. Furthermore, verifiability requires clear scope boundaries, ex-
plicit decision rules, executable category definitions, and transparent corpus construction.
When categories remain abstract or aggregate heterogeneous mechanisms, independent vali-
dation and mechanism-level diagnosis become difficult, limiting both auditability and longi-
tudinal interpretability.



Contribution

In response to the structural shortcomings identified above, this paper introduces a mechanism-
first, benchmark-operational taxonomy of single-turn jailbreak attacks together with a structured
evaluation methodology. The taxonomy is designed not as a descriptive catalog, but as a founda-
tional component of benchmark construction, governing attack selection, corpus design, labeling,
and reporting.

e Mechanism-First Taxonomy: Rather than organizing attacks by the hazards they trigger,
the taxonomy classifies them according to how prompts manipulate model behavior at infer-
ence time. This mechanism-level organization enables stratified robustness reporting, clearer
attribution of failure modes, and balanced sampling across heterogeneous bypass strategies.
To ensure reproducibility, each prompt maps deterministically to exactly one leaf category,
enforcing a strict one-instance-to-one-leaf constraint.

e Evaluation-Driven Design Requirements: The taxonomy satisfies six requirements necessary
for benchmark operation: prompt-only scope, mechanism-first organization, deterministic in-
stance assignment, consistent splitting rules, executable category definitions, and coverage
across major bypass families. These constraints ensure that classification supports repro-
ducible corpus construction, transparent inclusion criteria, and interpretable mechanism-level
metrics.

e Structured Development and Tiered Selection: The taxonomy is constructed through a formal,
multi-stage development process that defines scope boundaries, establishes a governing meta-
characteristic, and iteratively refines category structure to ensure stability over time. The
paper introduces a tiered attack-selection strategy: Tier 1 mechanisms support benchmark
reporting, while additional tiers (Tier 2 and Tier 3) provide broader research coverage. This
balances comprehensiveness with reproducibility and controlled corpus growth.

Methodological Lessons

Building on the mechanism-first taxonomy, the benchmark construction process is structured to
ensure defensible attack selection, balanced coverage, and reproducible evaluation across systems
and releases.

Benchmark establishment should proceed through a structured sequence of steps: first, attacks
should be selected using taxonomy-guided sampling to ensure balanced coverage across mechanism
families and deterministic instance placement; second, executable prompt transformations should
be implemented with documented and parameter-controlled generation procedures to support re-
producibility and auditability; third, multiple variants per mechanism should be instantiated where
necessary to capture structural diversity without altering category semantics; fourth, systems should
be evaluated under a paired protocol in which baseline performance on seed prompts is measured
prior to re-evaluation under adversarially transformed inputs; and finally, results should be analyzed
using mechanism-stratified reporting and attack-aware reliability assessment to distinguish model
robustness from evaluator variability and to preserve longitudinal comparability across benchmark
releases.



Significance

The paper’s central insight is that credible jailbreak benchmarking requires structural discipline
at the taxonomy level. Without a defensible classification backbone, improvements in robustness
cannot be confidently interpreted, compared across systems, or justified to regulators.

By linking taxonomy construction directly to corpus design and evaluation methodology, the work
shifts jailbreak benchmarking from informal red-teaming toward reproducible, mechanism-stratified,
governance-aligned security evaluation.
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1 Introduction

Large language models (LLMs) are now widely deployed in enterprise systems, consumer-facing
applications, and regulated environments such as healthcare, finance, and public-sector decision
support [I]. In these settings, safety and reliability are no longer abstract research concerns but
operational requirements tied to governance processes, regulatory scrutiny, and organizational risk
management. Industry benchmarking efforts such as AlLuminate v1.1 and the MLCommons Jail-
break Benchmark v0.5 reflect this shift by providing shared evaluation infrastructure for measuring
harmful system behavior and susceptibility to adversarial prompting [2] [3].

A growing body of academic and practitioner work demonstrates that even safety-aligned models
remain vulnerable to jailbreaks: inference-time prompt attacks that induce unsafe or policy-violating
behavior without requiring access to model weights, training data, or system internals [4, [5]. These
attacks exploit properties of natural-language interfaces and prompt-processing pipelines, making
them directly relevant to deployed systems rather than hypothetical threat models [6]. As a result,
such vulnerabilities persist even when models have been fine-tuned or fitted with conventional
safety filters, challenging assumptions about the robustness and operational safety assurance of
LLM-based services in real-world workflows.

Susceptibility to jailbreak attacks has implications that extend beyond technical performance met-
rics [7, [6]. For organizations subject to emerging AI governance regimes, failures under adver-
sarial prompting complicate internal assurance processes, audit readiness, and regulatory report-
ing [8 O [7]. When adversarial testing lacks principled structure, it becomes difficult to justify
coverage claims, to explain observed failures in mechanism-level terms, or to demonstrate that mit-
igation efforts address stable classes of attack rather than isolated prompt templates [10} [4} 111 [12].
Taken together, these pressures make ad hoc red-teaming and isolated case studies insufficient for
deployment assurance. Organizations increasingly require systematic benchmarking frameworks
that can quantify robustness under attack, support comparisons across models and releases, and
generate evidence suitable for internal risk management, audit processes, and regulatory engage-
ment. In contrast to informal attack collections or one-off evaluations, security benchmarks provide
a common experimental apparatus: they define scope boundaries and threat models, specify how
attacks are selected and instantiated, prescribe evaluation protocols, and standardize reporting
formats. Without such shared structure, observed failures are difficult to contextualize, coverage
claims remain ambiguous, and improvements over time cannot be distinguished from shifts in the
tested attack set. However, the mere existence of a benchmark is not sufficient. To support de-
ployment decisions, regulatory scrutiny, and longitudinal safety claims, jailbreak benchmarks must
satisfy strong methodological properties. In particular, evaluations must be robust to variation in
attack realizations, repeatable and reproducible across organizations and experimental runs, and
grounded in design choices that are defensible to external auditors and governance bodies. For secu-
rity assessment, defensibility requires that scope boundaries are explicit, threat models are justified,
attack selection procedures are principled rather than ad hoc, and coverage claims can be explained
in mechanism-level terms rather than by reference to opaque prompt collections. Justification and
evidence collection has gained increasing traction in assurance of Al systems, see [13], [14], [15],
though this has not widely been adopted in benchmarking practices.

This work responds to these requirements by proposing a methodology for benchmarking single-turn
jailbreak attacks that emphasizes robustness, reproducibility, and defensibility from first principles.



Rather than prioritizing dataset scale or leaderboard breadth, the approach centers on a taxonomy-
driven organization of prompt-based attack mechanisms, coupled with verified implementations and
principled sampling strategies. Meaningful jailbreak evaluation, we argue, depends not merely on
the number of prompts applied, but on comprehensive coverage across distinct attack classes and on
stress-testing systems under systematically varied adversarial conditions. By grounding evaluation
in an explicit mechanism-level structure, the methodology aims to provide a stable foundation for
large-scale benchmarks capable of supporting credible robustness claims and comparative safety
assessment.

1.1 Limitations of Existing Jailbreak Evaluations

Earlier releases, including MLCommons Jailbreak Benchmark v0.5 and the AlLuminate safety
benchmark, made two foundational contributions to large-scale safety evaluation. First, they es-
tablished standardized adversarial testing workflows in which models were evaluated under adver-
sarial prompting conditions using shared infrastructure and grading rubrics [3 2]. Second, they
relied on common evaluators and calibrated grade bands, enabling the reporting of safety degra-
dation in a manner comparable across organizations and model versions. Parallel academic and
practitioner work likewise developed prompt-based red teaming pipelines and cataloged jailbreak
behaviors across contemporary models [I6] [I7,[6]. Surveys and systematization efforts further clar-
ified the diversity of prompt manipulation techniques, ranging from role playing and obfuscation to
multi-step coercion and indirect prompt injection [4].

Experience with these evaluations, however, revealed structural limitations that constrained com-
prehensiveness, verifiability and long-term reproducibility. In v0.5, adversarial prompts were largely
grouped using descriptive or ad hoc labels rather than a systematically defined mechanism-level tax-
onomy. AlLuminate, by design, focused on classifying hazardous outcomes rather than adversarial
methods, leaving open questions about how different prompt-manipulation strategies relate to ob-
served failures [I8]. As a result, benchmark users encountered difficulty answering questions such
as:

e which classes of prompt-manipulation mechanisms a model resists or succumbs to;

e whether failures observed under one hazard category generalize across others when induced
through similar attack strategies.

The absence of a formal taxonomy also introduces sampling risks that are well documented in the
adversarial-ML literature [19] 20, 21]. Widely publicized jailbreak styles, such as role-play templates
and persona-based overrides, tend to dominate informal attack collections, while less visible but
technically distinct manipulation strategies remain underrepresented [4], 5]. Such skew complicates
coverage claims. It also becomes difficult to tell whether a system is truly more robust, or if the
results just changed because the set of attacks being tested is different.

More broadly, the absence of an explicit classification scheme undermines several properties that
are central to the credibility of security evaluations for LLMs:

e Robustness and comprehensiveness: Without mechanism-level categories, evaluations
often concentrate on a narrow set of prompt templates while omitting structurally distinct
attack families, leading to misleading conclusions about system resilience and an incomplete
assessment of adversarial coverage.



e Reproducibility: When different organizations construct attack corpora under the same
informal labels, cross-study comparability deteriorates and longitudinal analysis becomes un-
reliable.

e Verifiability and defensibility: Poorly specified categories and ad hoc corpus construction
make it difficult to confirm that prompts belong to the claimed class, to justify coverage claims,
or to explain methodological choices to auditors, regulators, and other external stakeholders.
From a methodological and research perspective, an explicit taxonomy further contributes to
defensibility by making the structure of the evaluated attack surface transparent: it delin-
eates the range of mechanisms considered in scope, clarifies which classes are intentionally
excluded, and reveals the relative breadth and depth of coverage across different manipulation
families. Such visibility enables researchers to reason systematically about what conclusions
a given evaluation framework does and does not support, to identify gaps in existing testing
regimes, and to use the classification structure as a scaffold for extending empirical studies
and developing new defensive techniques.

These limitations motivate the main methodological shift advanced in this work: rather than treat-
ing attack organization as a secondary descriptive step, we argue that taxonomy design must be
a central decision in any evaluation methodology for single-turn jailbreak attacks, governing how
attacks are selected, instantiated, and reported. The remainder of the paper shows how these
properties: robustness, reproducibility, and defensibility are operationalized through explicit scope
boundaries, deterministic classification rules, principled sampling strategies, and transparent re-
porting.

1.2 Rationale for a Taxonomy-Driven Evaluation Methodology

In this paper, we prioritize the development of an explicit, benchmark-operational taxonomy over
immediate expansion of datasets, model coverage, or leaderboard-style reporting. Meaningful and
durable jailbreak evaluation depends first on defensible classification decisions that govern what is
tested, how attacks are sampled, and how results are aggregated [10].

Benchmark results are inseparable from the structure used to organize adversarial prompts [22] 23].
Any jailbreak evaluation implicitly commits to a set of classification rules that determine:

e which classes of attacks are included in scope;

e how individual prompt instances are sampled within those classes;
e how results are aggregated across heterogeneous attack families;

e and how coverage claims are justified to external users.

When such decisions remain informal or underspecified, several methodological problems arise.
Coverage statements become difficult to substantiate because the space of possible attack mecha-
nisms is not clearly partitioned. Apparent improvements in model robustness may reflect changes
in the composition of the evaluated attack set rather than genuine advances in defensive capability.
Longitudinal and cross-organizational comparisons likewise weaken when successive releases draw
on different, implicitly defined notions of what constitutes a jailbreak, concerns that also surface in
recent surveys of prompt attacks and adversarial prompting [4 [5].

10



For these reasons, we treat taxonomy construction as a methodological objective rather than an
auxiliary descriptive exercise. The taxonomy is designed to satisfy three benchmark-critical prop-
erties:

e Mechanism-first organization: attacks are grouped according to how the prompt manip-

1.3

ulates the model at inference time, rather than by the hazards they induce or the policy
domains they target;

Instance-level assignment: every concrete prompt instance maps to exactly one leaf cate-
gory, enabling deterministic labeling, corpus construction, and interpretable statistics, in line
with formal taxonomy-development methodologies [24];

Benchmark-oriented design: categories are defined to support executable prompt in-
stances, balanced sampling strategies, and reproducible evaluation, rather than serving solely
as high-level conceptual groupings.

Objectives

Specifically, this paper aims to:

1.

establish a benchmark-operational taxonomy of single-turn, inference-time prompt attacks,
suitable for deterministic labeling, mechanism-stratified reporting, and longitudinal compar-
ison;

. define a transparent and robust process for taxonomy development and maintenance, grounded

in systematic evidence collection and iterative refinement;

. demonstrate how a mechanism-first taxonomy structures jailbreak testing, improves the inter-

pretability of results, and enables balanced and reproducible evaluation across attack families;

. conduct taxonomy-guided adversarial evaluations using representative single-turn attacks and

derive methodological lessons that inform future jailbreak benchmarking and assessment ef-
forts;

. prepare the methodological groundwork for a subsequent MLCommons Jailbreak Bench-

mark v1.0 that expands coverage across the full taxonomy using reproducible evaluations
and audited code artifacts.

In the rest of this paper, the following are described:

1.

AN

the background safety benchmarks and prior MLCommons jailbreak releases that motivate
the present work;

the scope boundaries and threat model assumed throughout the evaluation;
the design requirements, development process, and structural principles of the taxonomy;
the resulting attack families, splitting rules, and prevalence statistics;

the tiered strategy for attack selection and prompt instantiation, together with known gaps
and planned extensions.

11



1.4 Scope of the Proposed Taxonomy

Prior large-scale safety evaluations, such as AlLuminate v1.1 and the MLCommons Jailbreak Bench-
mark v0.5, focus on single-turn, inference-time interactions initiated from English seed prompts,
providing standardized safety baselines and adversarial testing for text-based large language models.
Building on this foundation, the present work adopts the same single-turn, prompt-only evaluation
setting and black-box threat model, while proposing a taxonomy-first evaluation methodology in-
tended to improve reproducibility across systems, runs, and organizations.

The scope of the taxonomy considered in this work is restricted to prompt-only attack mechanisms
in which a non-privileged external user attempts to bypass deployed safety or policy constraints
through manipulation of a single input. Included classes encompass direct policy-override attempts,
semantic-preserving perturbations, encoding and formatting manipulations, and composite single-
turn instruction strategies. The methodology does not address multi-turn or conversational manip-
ulation, multilingual or cross-lingual attacks, training-time or infrastructure-level vulnerabilities,
indirect prompt injection through tools or retrieval-augmented generation pipelines, or attacks that
rely primarily on social engineering. These exclusions are intentional and reflect a design choice to
prioritize controlled, reproducible evaluation of single-turn prompt-based mechanisms, while leaving
broader threat surfaces for future methodological extensions.

1.5 Contribution
We make several contributions that differentiate this work from prior jailbreak evaluations.

e Taxonomy-First Benchmark Design: We introduce an explicit, mechanism-level tax-
onomy of single-turn prompt attacks and treat classification as a first-order methodological
commitment rather than as a descriptive afterthought. The taxonomy defines how attacks are
grouped, how boundaries between categories are drawn, and how individual instances are as-
signed to unique leaves. These structural decisions will determine which attacks are included
in the benchmark corpus, how sampling occurs within each family, and how evaluation results
are stratified and reported.

e Mechanism-Level Focus: Attacks are organized according to how prompts manipulate
the model at inference time, rather than by the hazards they trigger or the outcomes they
produce. This mechanism-first orientation enables interpretation of evaluation results in terms
of specific bypass strategies and supports longitudinal comparisons as defenses evolve.

e Application-Informed Methodological Lessons: This work examines attack mechanisms
drawn from the proposed taxonomy to derive methodological insights into attack selection,
coverage trade-offs, failure-mode characterization, and evaluation design. The emphasis is on
articulating generalizable guidance for future single-turn jailbreak evaluation methodologies.

e Tiered Attack Selection Strategy: Because the space of possible prompt instantiations
within each attack family is combinatorially large, we introduce a tiered approach to attack
selection. The benchmark designates a representative subset of mechanisms, referred to as
Tier—1 attacks, across which results will be reported in subsequent releases of the MLCom-
mons Jailbreak benchmark. Selection is guided by the taxonomy and by evidence from the
academic and practitioner literature, with the objective of balancing breadth across manipu-
lation families while maintaining high implementation quality.

12



1.6 Structure of the Paper

This paper develops a taxonomy-driven methodology for jailbreak evaluation and applies it within
the MLCommons benchmarking framework. The following sections proceed from background
benchmarks and scope definition to taxonomy construction, evaluation design, and empirical anal-
ysis. Further, Section [2| reviews AlLuminate and prior jailbreak releases. Section [3| defines the
system model, threat assumptions, scope boundaries, and terminology. Sections [f] and [5] formal-
ize the benchmarking constraints and introduce the taxonomy, including its development process,
structural principles, tiered attack-selection strategy, and known gaps. Section [7] describes the
multimodal attack frameworks and cultural nuance in Vision-Language Models (VLMs). Section |§|
describes the process of establishing benchmarks and their evaluation methodology. Sections [§] and
[ outline future directions and conclude.

1.7 MLCommons Partnership with IMDA

MLCommons has partnered with Infocomm Media Development Authority (IMDA) which leads
Singapore’s digital transformation by developing a vibrant digital economy and an inclusive digital
society. As the Architects of Singapore’s Digital Future, IMDA fosters growth in the infocomm
technology and media sectors by harnessing frontier technologies and developing the digital infras-
tructure and talent ecosystems necessary to establish Singapore as a global digital metropolis.

Central to this mission is IMDA’s commitment to propelling emerging technologies from lab to
reality. The authority drives the development of frontier domains from concept to real-world use
by building early and deeply to uncover practical value and identify how new technologies can
best benefit industries. By implementing secure digital infrastructure and AI applications, IMDA
ensures that innovation can proliferate safely and be adopted at scale.

In the field of Artificial Intelligence, IMDA leads the development of safe and sustainable solutions
through a comprehensive governance approach that emphasizes rigorous testing and reliability.
To facilitate responsible innovation, the authority has developed open-source technical enablers,
such as the AI Verify Toolkit and Project Moonshot, to assess both traditional and generative Al
systems. Through these expert-led initiatives and international partnerships, IMDA has established
Singapore as a recognized leader in the global AI safety discourse, including the development of
culturally-grounded AI benchmarks in collaboration with MLCommons.

1.8 Responsible publication

Since jailbreak prompts can be repurposed for misuse, we avoid publishing verbatim prompt tem-
plates or transformation parameters that materially increase attack capability. Instead, we describe
attack mechanisms at a structural level and recommend release benchmark artifacts under access
controls appropriate to the intended evaluation use case. This approach preserves scientific repro-
ducibility for qualified auditors and benchmarking participants while reducing the risk of providing
operational instructions to malicious actors.
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2 Background

2.1 The AlLuminate AI Safety Benchmark

AlLuminate is an industry-driven benchmark designed to support systematic and reproducible
evaluation of safety and reliability in deployed LLM systems [2]. It operationalizes safety assessment
through standardized prompt sets, graded-response evaluation, and a hazard taxonomy intended
to capture a broad range of harmful or policy-violating outputs.

2.1.1 Evaluation Focus

AlLuminate focuses on response behavior rather than user intent. Given a fixed input, the bench-
mark evaluates whether a system produces content that violates safety policies or exposes users to
harm, regardless of whether the prompt is benign or adversarial. This separation enables AILumi-
nate to serve as a benchmarking framework for jailbreak studies. In our setup, jailbreak attacks
are applied to the original seed prompts while preserving their hazard labels. We then evaluate
the resulting system responses using the same evaluator ensemble, reference system, and grading
procedure defined in AlLuminate v1.1.

2.1.2 Hazard Taxonomy

The AlLuminate hazard taxonomy organizes unsafe outcomes into several broad families. Physical
hazards capture responses that meaningfully facilitate bodily harm or dangerous real-world actions.
Non-physical hazards include illegal activity facilitation, harassment, extremism, and privacy viola-
tions. Contextual and specialized advice hazards address situations in which the appropriateness of
a response depends on user vulnerability or professional context, such as medical, legal, or financial
guidance delivered without appropriate safeguards [2]. These top-level families are further subdi-
vided into a set of specific hazard categories, such as violent crimes, non-violent crimes, suicide and
self-harm, privacy, hate, sexual content, and specialized advice, that constitute the unit of scoring
and reporting in the benchmark. The analyses in this work, therefore, rely on those lower-level
categories rather than only the coarse family-level groupings.

2.1.3 Hazards versus Attacks

Throughout this work, a distinction is maintained between hazard taxonomies and attack tax-
onomies. Based on a hazard taxonomy, AlLuminate evaluates potentially harmful outputs in order
to support consistent grading of system behavior once a response is produced. By contrast, the
taxonomy introduced in this work classifies the mechanisms by which attacked prompts attempt to
induce harmful behavior. Therefore, hazard categories describe what kind of potential harm can
occur, whereas attack categories describe how an adversary seeks to create prompts to cause that
harm. The two dimensions remain complementary and orthogonal.

2.1.4 Role as a Safety Baseline

AlLuminate v1.1 is adopted as the reference benchmark for releases of the MLCommons Jailbreak
Benchmark because its hazard definitions reflect a mature, consensus-driven development process
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Figure 1: Three-stage evaluation pipeline for measuring robustness under adversarial prompting.
Seed prompts are first evaluated on the System Under Test (SUT) to obtain a reference grade, then
transformed into adversarial variants and re-evaluated on the same SUT, and finally compared to
quantify changes in performance and produce a safety-degradation report.

and because the benchmark supplies standardized prompts, shared evaluators, and calibrated grad-
ing rubrics. These properties enable comparison across systems and releases and support longitu-
dinal analysis of safety degradation under adversarial prompting.

2.2 The MLCommons Jailbreak Benchmark v0.5

Building on the hazard-based evaluation framework provided by AlLuminate, Jailbreak Bench-
mark v0.5 represents the first MLCommons effort to operationalize adversarial prompt testing
against deployed LLMs at scale. Its primary objective is to quantify how safety-aligned systems de-
grade under adversarial pressure relative to a standardized baseline, thereby enabling comparative
evaluation across models and supporting deployment review and risk-management use cases.

2.2.1 Scope

Version 0.5 restricts scope to single-turn, inference-time prompt attacks delivered through the stan-
dard user interface. The benchmark assesses safety in the domain of text perturbations to model
inputs and measures safety performance by assessing text outputs. Safety performance is anchored
to AlLuminate v1.1, which supplies the hazard definitions and grading rubric used to establish
baseline system behavior.

2.2.2 Operationalization of Testing

Operationally, v0.5 proceeds in three stages as shown in Fig. [l Each system is first evaluated on a
seed set of AlLuminate prompts to obtain a reference safety grade. Mutated prompts representing
known jailbreak techniques are then applied to the same systems. Finally, the benchmark computes
the resulting degradation in safety scores using a shared evaluation pipeline and grading scale.

2.2.3 Observed Challenges

Experience with v0.5 informs the next stage of scaling jailbreak evaluation. While v0.5 provided
broad coverage through descriptive groupings of adversarial prompts, the attack taxonomy pre-
sented here builds on that foundation by introducing a more explicitly mechanism-based organiza-
tion, enabling more systematic coverage across attack strategies and clearer interpretation of results
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in terms of underlying prompt-manipulation behaviors rather than surface features or outcome cat-
egories.

2.2.4 Lessons for Subsequent Releases

These observations motivate the methodological emphasis adopted in this work. In particular, v0.5
demonstrates that jailbreak evaluation benefits from an explicit, mechanism-level structure that
governs which attacks are included, how they are sampled, and how results are reported.

2.3 Relationship to Prior and Future MLCommons Work

2.3.1 Continuity with Prior Benchmarks

The attack taxonomy presented in this paper builds directly on earlier MLCommons evaluations.
From AlLuminate v1.1, this work continues to rely on established hazard definitions, evaluator
design, and grading philosophy [2]. From Jailbreak Benchmark v0.5, it retains the paradigm of
measuring safety degradation under adversarial prompting, the reuse of shared evaluation pipelines,
and a focus on single-turn inference-time attacks delivered via the prompt interface.

2.3.2 Staged Release Strategy

At the present stage, limitations in the evaluation protocol, particularly the absence of attack-
stratified analysis of evaluator reliability, prevent the empirical results from supporting strong or
stable claims about system robustness. Aggregate judging accuracy obscures systematic variation
in evaluator behavior across heterogeneous prompt-bypass mechanisms, making it difficult to deter-
mine whether observed failures reflect general weaknesses in the judging pipeline or attack-specific
blind spots. Under these conditions, releasing a comprehensive quantitative jailbreak benchmark
or comparative performance results would risk misleading interpretation. Consequently, this stage
of the work concentrates on formalizing a defensible taxonomy of single-turn prompt-bypass mech-
anisms and articulating a general methodology for taxonomy-guided jailbreak evaluation. The em-
phasis is placed on clarifying scope boundaries, classification rules, and design principles that are
prerequisites for future reproducible and defensible security assessments, rather than on publishing
leaderboards or finalized robustness metrics.

A subsequent Jailbreak Benchmark is intended to extend this foundation to comprehensive coverage
across the taxonomy. In that release, benchmark results are expected to satisfy four criteria:

e reproducibility across organizations and evaluation environments;

e attack selection based on an explicit and defensible sampling strategy grounded in the taxon-
omy;

e generation of adversarial prompts using verified and auditable code;
e broad and systematic coverage of prompt-manipulation families;

e evaluator reliability assessed at the level of individual attack families, enabling
detection of systematic judge failure modes and reducing bias introduced by heterogeneous
prompt structures.
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This staged approach mirrors the evolution of other MLCommons benchmarks, in which early
releases establish methodological infrastructure and later versions expand scope while preserving
comparability. By separating taxonomy construction from full coverage goals in v1.0, the roadmap
aims to enable stable longitudinal evaluation and principled extension to additional modalities and
interaction patterns in future releases.

3 Scope and Definitions

3.1 System and Threat Model

The methodology proposed in this work considers LLMs deployed in text-based, user-facing applica-
tions, consistent with the evaluation framing introduced in the MLCommons Jailbreak benchmark
v0.5. Systems under test (SUTs) are modeled strictly as inference-time services: the analysis does
not assume access to internal model weights, training data, safety-classifier implementations, sys-
tem prompts, or deployment configurations beyond those exposed through the user-facing interface.
The resulting threat model therefore adopts a black-box interaction setting commonly used in prior
adversarial NLP and LLM robustness studies [25] [I7), 26].

3.2 In-Scope Attack Categories

This release of the taxonomy includes only inference-time prompt attacks that can be executed
through a single user turn and that operate by manipulating the content, structure, or representation
of the submitted input. As in v0.5, the benchmark restricts attention to black-box interaction
with deployed models through their standard prompt interfaces, without access to internal weights
or training data. However, whereas v0.5 enumerates attack prompts primarily for coverage, we
introduce a defensible and reproducible mechanism-based taxonomy.

The in-scope categories correspond to prompt-level bypass mechanisms that have been repeatedly
observed in recent LLM security research and practitioner red-teaming exercises [27], 17, [26].

3.2.1 Direct jailbreak and policy-override prompts

This category includes explicit attempts to supersede system policies or safety constraints through
override language, persona assignment, or multi-rule templates. Examples include commands that
instruct the model to ignore prior instructions, adopt an unrestricted persona, or produce dual
responses under alternative behavioral regimes. Such strategies form the basis of widely circulated
jailbreak templates and have been documented across both academic studies and open benchmark-
ing efforts [27], [26].

3.2.2 Prompt perturbations that preserve semantic intent

These attacks alter the surface form of a hazardous request while retaining its underlying meaning,
with the goal of bypassing lexical or heuristic-based refusal triggers. The taxonomy includes both
human-authored edits, such as paraphrasing, synonym substitution, and character-level obfuscation,
and algorithmically generated perturbations optimized for transferability across models. Prior work
on adversarial text generation and transferable jailbreak prompts motivates the inclusion of this
class as a first-order benchmark dimension [25], 17, 28].
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3.2.3 Encoding- and formatting-based prompt manipulations

This category covers attacks that hide or transform unsafe instructions through encoding, Uni-
code controls, structured containers, or rigid formatting schemes that alter how the model parses
or interprets the input. Examples include Base64-wrapped directives, zero-width character inser-
tion, ASCII disguises, JSON or Markdown wrappers, and positional prefix—suffix steering. Such
techniques appear both in the adversarial NLP literature and in contemporary LLM red-teaming
reports [I7, 26], and therefore, warrant explicit representation in a benchmark-oriented taxonomy.

3.2.4 Composite and ordering-based prompts

These attacks rely on how instructions are arranged within a single input rather than on local textual
obfuscation alone. They include benign contextual framing followed by a harmful core, scenario-
based scaffolding, fragment recombination, interleaving of safe and unsafe segments, and algorithmic
prompt-search procedures that iteratively refine payload structure. Because such strategies exploit
global prompt composition rather than lexical properties, they form a distinct family that must be
sampled separately in order to evaluate structural robustness [27], [I7].

Across all in-scope categories, the proposed taxonomy requires that each concrete attack instance
map to exactly one leaf category through explicit decision rules. Prompts that combine multiple
bypass techniques in ways that prevent clear dominance of a single mechanism are not modeled
in the present formulation and are instead reserved for future extensions of the taxonomy. This
one—instance-to—one—leaf constraint enables deterministic labeling, reproducible corpus construc-
tion, mechanism-stratified analysis, and auditable evaluation design, thereby supporting longitudi-
nal comparison across future jailbreak assessment efforts.

3.3 Out-of-Scope Attack Categories

This release deliberately restricts its coverage to single-turn, inference-time prompt attacks as an
initial step toward building a systematic and reproducible evaluation framework. Several impor-
tant classes of adversarial behavior, therefore, fall outside the scope of the present taxonomy and
benchmark. These exclusions are explicit rather than incidental and are intended to clarify what
the current evaluation results do and do not measure.

3.3.1 Multi-turn and conversational strategies

Attacks that rely on iterative manipulation across multiple interaction turns, such as gradual trust-
building, staged escalation, or dialogue-based constraint erosion [26], are excluded from this release.
Although such strategies represent an important real-world threat, their dependence on conver-
sational state and adaptive attacker behavior complicates instance-level labeling and controlled
benchmarking under the present methodology.

3.3.2 Training-time compromise

Attacks that target the training pipeline rather than inference-time behavior, including data poi-
soning, backdoored models, covert fine-tuning, and model-supply-chain compromise, remain outside
scope. These techniques require different threat models, evaluation protocols, and access assump-
tions than those adopted here [29], B0l 21].
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3.3.3 Infrastructure-level vulnerabilities

The taxonomy does not include attacks that primarily exploit weaknesses in surrounding systems
rather than in prompt interpretation by the model itself. Examples include authentication failures,
tenant isolation breaches, logging leakage, network misconfiguration, or privilege escalation within
application infrastructure.

3.3.4 Indirect prompt injection through external channels

Attacks in which malicious instructions enter the model context through retrieval-augmented gen-
eration pipelines, tool outputs, uploaded documents, or external files are excluded from the present
release. Such attacks involve cross-component interactions and provenance ambiguity that fall
outside the prompt-only scope defined earlier [31].

3.3.5 Social-engineering—dominant attacks

Strategies that depend primarily on human deception or manipulation, rather than on properties
of the prompt interpreted by the model, are not covered. Examples include phishing or persuasion
campaigns whose success hinges on downstream user behavior rather than on bypassing model-level
safety constraints [32].

By articulating these exclusions explicitly, the benchmark confines its claims to a well-defined threat
surface and preserves comparability with prior releases while providing a clear boundary for future
extensions.

3.4 Terminology and Conceptual Distinctions

To ensure consistency across taxonomy construction, benchmark execution, and result interpre-
tation, this work adopts a set of precise technical definitions and conceptual separations drawn
from prior MLCommons releases and contemporary safety and security standards. Where applica-
ble, terminology follows the conventions introduced in the MLCommons Jailbreak Benchmark v0.5
and the AlLuminate assessment standard, while extending them to support a mechanism-centered
taxonomy.

e Jailbreak: We follow the definition articulated in MLCommons Jailbreak Benchmark v0.5,
which in turn aligns with emerging ISO terminology: a jailbreak denotes a user-authored,
inference-time prompt intended to circumvent safety constraints and induce otherwise re-
stricted model behaviors. In this framing, jailbreaks are a special case of prompt injection,
restricted to safety-policy evasion rather than broader task manipulation.

e Hazard, Attack, and Risk: Consistent with the AlLuminate safety standard and OECD-
aligned systems-engineering terminology, we distinguish three concepts that are frequently
conflated in informal discussion:

— Hazard: a potential source of harm defined by content class or outcome (e.g., violent
wrongdoing, privacy violation).

— Attack: a strategy or mechanism used to induce hazardous behavior, such as encoding
abuse or persona-based overrides.
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— Risk: the combination of the likelihood that a hazardous outcome occurs and the severity
of its potential consequences.

This taxonomy classifies attacks, whereas the AlLuminate benchmark organizes hazards. The
two dimensions are deliberately orthogonal: a single attack mechanism may target multiple
hazard classes, and the same hazard may be reachable through several attack families.

e Safety Evaluation versus Jailbreak Evaluation: Following the separation emphasized
in MLCommons Jailbreak Benchmark v0.5, we draw a sharp distinction between two forms
of assessment:

— Safety evaluation measures whether a system produces policy-violating outputs when
presented with ordinary or minimally adversarial prompts, as operationalized in AILu-
minate.

— Jailbreak evaluation measures a system’s robustness to adversarial attempts designed
to induce such violations, reporting the degradation in safety performance under attack.

The v0.5 release operationalized this distinction through paired baseline and adversarial mea-
surements and the resilience gap metric. Version 0.7 retains this conceptual separation while
introducing a defensible, mechanism-first taxonomy to stratify attacks more systematically.

4 Design Requirements for a Benchmark-Operational Tax-
onomy

A jailbreak benchmark designed to support reproducible security evaluation and standards-aligned
governance must treat attack classification as a primary methodological decision rather than as an
auxiliary descriptive exercise. The taxonomy governs which prompt-based attacks are instantiated,
how representative corpora are constructed from an unbounded design space, and how evaluation
results are partitioned for mechanism-level analysis. In this role, the taxonomy functions as part of
the benchmark’s experimental apparatus, not as an interpretive overlay applied after testing.

4.1 Benchmarking Constraints

Benchmark design imposes concrete technical constraints on any taxonomy of prompt-based attacks.
In this setting, categories determine how corpora are constructed, how instances are labeled, how
coverage is quantified, and how results are stratified for analysis [33]. These constraints operational-
ize the benchmark-credibility properties introduced earlier in Section[I} robustness, reproducibility,
and defensibility, by translating them into concrete requirements on classification, sampling, and
category evolution. A taxonomy that does not satisfy these requirements cannot support repro-
ducible evaluation or defensible claims about system robustness.

The first constraint is the requirement for deterministic instance labeling. Each attack prompt
must map to a single category through explicit decision rules, as emphasized in adversarial ma-
chine learning taxonomies that require unambiguous class membership for systematic evaluation.
Independent annotators applying the taxonomy must reach the same classification outcome for the
same input, since reproducibility and inter-annotator agreement are prerequisites for meaningful
robustness analysis [34]. This property is necessary for computing stable per-category success rates
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and for enabling comparison across systems and benchmark releases [35]. Overlapping categories,
underspecified boundaries, or inconsistent abstraction levels introduce label variance that contam-
inates reported metrics and prevents meaningful mechanism-level interpretation, a failure mode
repeatedly identified in the robustness evaluation literature [34] [35].

The second constraint is the requirement for representative sampling across attack mecha-
nisms. Prior work in adversarial machine learning emphasizes that the space of possible attacks
is combinatorial, with individual strategies admitting many surface realizations, making exhaus-
tive enumeration infeasible in practice [21] [34]. Consequently, robustness benchmarks must rely on
taxonomy-driven sampling procedures to approximate coverage of the adversarial space. Categories
must therefore reflect the underlying mechanism by which a prompt bypasses safeguards rather
than superficial stylistic patterns or widely publicized templates, consistent with recommendations
in prompt security surveys and threat modeling frameworks [4, [I8]. Oversampling familiar jail-
break styles biases robustness estimates, while undersampling less visible but structurally distinct
mechanisms narrows the scope of conclusions that can be drawn about general system resilience, a
risk highlighted in robustness evaluation studies and red teaming analyses [35] [21].

The third constraint is the requirement for category stability over time. Benchmarks in ad-
versarial machine learning are intended to support longitudinal analysis across evolving models
and defenses, which requires that category definitions remain semantically stable as new attacks
emerge [2T, [34]. The taxonomy must therefore permit the introduction of novel attack mecha-
nisms without retroactively reassigning previously collected instances, a property emphasized in
formal taxonomy-engineering methods that stress fixed internal semantics and controlled refine-
ment through leaf-level extension [24] [36]. Internal nodes must retain stable meaning, while refine-
ment proceeds through the addition of new leaves that capture genuinely new prompt-manipulation
strategies rather than reorganizing existing classes [24]. Without this property, apparent perfor-
mance trends confound genuine system improvement with shifts in classification structure, under-
mining the interpretability of robustness trajectories in evolving benchmarks [34] 21].

4.2 Why Existing Taxonomies Are Insufficient

Existing LLM security taxonomies provide valuable conceptual foundations for governance, architec-
tural reasoning, and threat modeling. Nevertheless, when these frameworks guide the construction
and evaluation of jailbreak benchmarks, structural mismatches emerge. Most prior taxonomies or-
ganize threats around impact categories, system components, or lifecycle stages rather than around
the concrete prompt-level mechanisms that benchmarks must instantiate and measure.

e Risk-centric taxonomies: Risk-oriented frameworks classify attacks according to poten-
tial harm or misuse outcomes, such as data leakage or policy evasion, as in Weidinger et
al. [I8], OWASP [37], CSA [38], Cisco [39], FS-ISAC [40], and NIST [I0]. This organi-
zation supports governance workflows, risk registers, audit reporting, and communication
with non-technical stakeholders. However, outcome-based categories remain too coarse for
instance-level benchmark construction. Distinct prompt-manipulation strategies often map
to the same risk label, which prevents evaluators from distinguishing whether failures arise
from encoding-based obfuscation, compositional instruction hijacking, or role-play prompt-
ing. Without mechanism-level resolution, such frameworks cannot guide corpus sampling or
support reproducible placement of individual prompts into non-overlapping evaluation cate-
gories.
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e Lifecycle- and architecture-based frameworks: System- and lifecycle-oriented taxonomies
organize threats by application component or development phase, as in Cui et al. [41] and
Wang et al. [42]. This perspective facilitates ownership assignment and control mapping
across engineering teams. At the same time, it places prompt-level jailbreak attempts along-
side training-time poisoning and infrastructure vulnerabilities that require different testing
methodologies. This conflation prevents benchmarks from isolating prompt robustness as
a measurable property and introduces ambiguity about which attack surface an evaluation
result reflects.

e Implications for corpus construction: When taxonomies mix organizing principles or
operate at inconsistent abstraction levels, corpus construction becomes ill-defined, a pattern
documented across prompt-security surveys by Shayegani et al. [43], Yao et al. [44], Das et
al. [45], and Li and Fung [46]. Overlapping categories allow the same prompt to fit multiple
branches, which undermines deterministic labeling and inter-annotator agreement. High-level
risk labels coexist with low-level technique descriptions, complicating sampling strategies and
obstructing efforts to guarantee balanced coverage across bypass mechanisms. Ambiguous
placement rules further prevent extension of the corpus without reclassifying historical in-
stances, weakening longitudinal comparability across benchmark releases.

e Implications for metrics and reporting: Structural ambiguity at the taxonomy level
propagates directly into evaluation metrics, as noted in benchmarking-oriented analyses by
Hong et al. [5] and Sorokoletova et al. [12]. Overlapping or outcome-driven categories ag-
gregate heterogeneous attack strategies, which renders per-category success rates difficult to
interpret. Reorganization of branches across benchmark versions destabilizes longitudinal
comparisons. Results also resist stratification by bypass mechanism, preventing diagnosis
of which defenses fail and obstructing systematic analysis of progress across mitigation ap-
proaches.

These limitations motivate a mechanism-first taxonomy designed explicitly for benchmark operation
rather than for governance or architectural reasoning. Prompt-focused studies by Derner et al. [47],
Rossi et al. [48], Rababah et al. [4], Hong et al. [5], and Schulhoff et al. [26] demonstrate partial
movement in this direction, but no existing framework enforces prompt-only scope, deterministic
placement, stable splitting rules, and family-level coverage simultaneously.

4.3 Taxonomy Requirements

The benchmarking constraints identified in Section [4.1] arise from a persistent mismatch between
the objectives that motivate most existing LLM attack taxonomies and the methodological re-
quirements of instance-level jailbreak evaluation as discussed in Prior classification efforts fall
into several broad families. Risk-centric and standards-driven frameworks emphasize governance,
auditability, and control alignment, as in [I8] [37, [38] [0} [39] [40]. System- and module-oriented per-
spectives organize threats by application-layer boundaries in order to support mitigation ownership
[41]. Lifecycle- or scenario-based surveys classify attacks by development stage so that assurance
activities integrate into engineering processes [42] [49].

Alongside these governance- and architecture-focused approaches, a substantial body of literature
has developed prompt-focused taxonomies that aim to support empirical testing and red-teaming.
These include interaction-pipeline models proposed by Derner et al. [47], prompt-injection cate-
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Table 1: Evaluation-Driven Requirements for a Prompt-Attack Taxonomy Used in Jailbreak Bench-

marking

Requirement

Design Principle

Benchmarking Problem
Addressed

Representative Failure
Mode Without the
Requirement

R1. Prompt-only scope

Restrict evaluation

to single-turn inference-
time prompt manipulation
rather than training-time
poisoning, infrastructure
compromise, or multi-turn
social engineering.

Prevents conflation of
prompt robustness with
upstream system design
decisions, enabling clean
attribution of failures and
interpretable measurements.

A benchmark mixes
jailbreak prompts
with fine-tuning

data poisoning and
tool-interface exploits,
making it impossible
to determine whether
failures stem from
prompts or system
configuration.

R2. Mechanism-first top level

Organise categories by
bypass mechanism
rather than harm
type or architectural
component.

Aligns taxonomy with mitigation
design and enables mechanism-
stratified testing and analysis.

Attacks group by

outcome class (e.g., “policy
evasion”), collapsing encoding-
and perturbation-based bypasses
and obscuring which defences fail.

R3. One-instance
— one-leaf mapping

Require each prompt
to map to exactly
one leaf category.

Ensures unambiguous labelling,
reproducible statistics, and high
inter-annotator agreement.

A prompt appears in multiple
categories, inflating coverage
metrics and breaking cross-release
comparability.

R4. Consistent splitting
rule per node

Apply a single criterion
at each internal node
when subdividing
categories.

Preserves mutual exclusivity,
extensibility, and longitudinal
stability.

Different levels split by intent,
format, and strategy, producing
ambiguous placements for new
attacks.

R5. Reproducible,
executable inclusion

Ground each category
in concrete, runnable
prompt instances.

Supports empirical benchmarking,
auditability, and independent
verification.

Categories remain abstract
(e.g., “indirect reasoning
abuse”) and cannot be
operationalised into benchmark
suites.

R6. Coverage of major
bypass families

Span dominant classes

of prompt-manipulation
strategies, including
encoding, translation, and
compositional attacks.

Avoids overfitting to narrow
jailbreak styles and ensures
representative robustness
estimates.

The benchmark focuses on
role-play jailbreaks and
omits attack families
responsible for many
real-world failures.

gorizations by Rossi et al. [48], systematizations of prompt hacking and jailbreak strategies by
Rababah et al. [4] and Sorokoletova et al. [12], multi-level surveys of prompt security by Hong
et al. [5], and competition-driven corpora introduced by Schulhoff et al. [26]. Broader surveys
synthesize these perspectives while spanning additional attack surfaces, including Chowdhury et
al. [50], Esmradi et al. [51], Shayegani et al. [43], Yao et al. [44], Das et al. [45], and Li and
Fung [46]. Domain- or goal-specific taxonomies further illustrate how classification structure re-
sponds to downstream requirements, as in the CIA-based taxonomy of Jones et al. [52] and the
education-focused framework of Zahid et al. [53].

These bodies of work pursue distinct operational purposes, which in turn drive their structural
choices. Governance-oriented frameworks privilege broad, communicable abstractions that populate
risk registers and control catalogs [18| [I0]. Architectural perspectives emphasize system boundaries
so that mitigations map cleanly onto engineering teams [4I]. Lifecycle-based approaches empha-
size development-stage alignment so that security testing integrates into release processes [49)].
Prompt-focused taxonomies emphasize technique-level resolution in order to support reproducible
experimentation, red-team exercises, and corpus construction [47 [5].
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Because the present benchmark focuses on single-turn, prompt-only attacks and relies on taxonomy-
guided corpus construction, it adopts a prompt-focused perspective and distills a minimal set of
criteria governing how categories function within an evaluation pipeline. These criteria do not at-
tempt to unify all taxonomy traditions. Instead, they isolate the properties required for determin-
istic instance labeling, stable category growth across releases, and representative mechanism-level
sampling.

The six requirements R1-R6 group into three evaluation-critical dimensions. R1 and R2 specify the
scope and organizing principle. R3 and R4 enforce labeling determinism and structural stability.
R5 and R6 govern operationalization into executable corpora and coverage across bypass families.

These six requirements derive jointly from recurring limitations observed across prior taxonomies,
including scope mixing, overlapping category structures, and insufficient guidance for empirical
labeling. This fact is summarized by Shayegani et al. [43], Yao et al. [44], Das et al. [45], and Li
and Fung [46], and from the operational constraints of industrial-scale benchmarking, which demand
unique instance placement, reproducible execution, and balanced mechanism-level coverage.

Table[Tlenumerates each requirement, the benchmarking failure mode it prevents, and representative
scenarios that arise when the requirement is absent. Further, Table [2] maps major families of prior
frameworks to R1-R6 and demonstrates that most existing taxonomies satisfy only subsets of the
criteria required for instance-level evaluation. Several governance- and risk-oriented LLM security
frameworks (e.g., standards bodies and industry threat models) are omitted from Table 2 because
they do not satisfy the prompt-only, mechanism-level, and instance-operational requirements needed
for jailbreak benchmarking [18|, 41} 42|, [39] 37, 38 10, 40]. These frameworks remain valuable for
audit, governance, and system-level risk analysis, but their level of abstraction and scope make them
unsuitable for corpus construction or mechanism-stratified evaluation. A taxonomy engineered for
corpus construction and evaluation, therefore, remains necessary to support reproducible jailbreak
benchmarking. The final row of Table [2] characterizes the taxonomy introduced in this benchmark.
Unlike governance-oriented or architectural threat models, the present taxonomy satisfies all six
requirements simultaneously.

5 Taxonomy of LLM’s Single Turn Jailbreaks

Unlike prior releases that center on end-to-end grading pipelines, we organize evaluation around a
mechanism-level classification of jailbreak techniques intended to serve as a stable foundation for
prompt corpus construction, controlled evaluation, and future scoring pipelines.

Across all categories, the taxonomy is unified by a single guiding meta-characteristic: the ways in
which an attacker modifies a single input prompt at inference time to induce a system to violate its
intended safety or policy constraints. This framing excludes multi-turn social engineering, retrieval-
augmented injection, and infrastructure-level compromises, and instead focuses on prompt-level
manipulations that can be instantiated, audited, and evaluated in isolation. The taxonomy is further
engineered to satisfy the benchmark-operational requirements defined in Section |4l In particular, it
enforces deterministic placement rules for attack instances, supports one-to-one mappings between
concrete prompts and leaf categories, and enables balanced sampling across heterogeneous attack
families. These properties support reproducible dataset releases, interpretable reporting across
mechanisms, and longitudinal comparisons as the benchmark evolves. Finally, each leaf category
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Table 2: Evaluation-driven taxonomy requirements for prompt-only, instance-level jailbreak bench-
marking and the extent to which major families of prior LLM security frameworks satisfy each
requirement. A checkmark indicates that a framework family commonly supports the correspond-
ing criterion.

R5 R6 Coverage

Paper / R1 Prompt- R2 . .R3 One- R4.Cf;)ns1stent Reproducible/ of major

Mechanism- instance — | splitting rule prompt-
framework only scope executable

first top level one-leaf per node . . bypass

inclusion -~
families
Derner et al. [47] v
Rossi et al. [48] v
Rababah et al. [4] v v
Hong et al. [5] v v
Sorokoletova
et al. [12] v v v
HackAPrompt v v
(Schulhoff et al.) [20]
Peléez- v
Gonzélez et al. [54]
Jones et al. [52] v
/]

MLC Attack v v v v v v
Taxonomy

is defined in terms of executable prompt transformations rather than abstract threat descriptions.
This design allows the taxonomy to integrate directly into prompt generators, corpus construction
workflows, and evaluation pipelines in subsequent releases. In this sense, we establish the structural
backbone of the jailbreak benchmark: a controlled vocabulary of mechanisms on which future
measurement, grading, and governance artifacts will be built.

5.1 Methodological Process for Taxonomy Development

The process adapts established taxonomy-construction methods from information systems research
to the operational constraints of jailbreak benchmarking introduced in Section 4, including de-
terministic instance labeling, representative mechanism-level coverage, stable category evolution,
and benchmark reproducibility (R1-R6). Consistent with prior methodology work by Nickerson et
al. [24], Usman et al. [55] Omair and Alturki [56], and Oberlénder et al. [57], the workflow separates
general design instructions from their concrete operationalization in this release.

The development process proceeds through eleven stages, each of which contributes to construct-
ing a mechanism-first, instance-level taxonomy suitable for corpus construction and longitudinal
evaluation.

5.1.1 Plan the Domain, Purpose, and Shape of the Taxonomy

The taxonomy-development process begins by fixing the fundamental design parameters that de-
termine every subsequent modeling decision. Because a benchmark-operational taxonomy must
support deterministic labeling, balanced corpus construction, and stable longitudinal evaluation,
the first step translates these evaluation-driven constraints into explicit boundary conditions for
classification [24, [34]. Without this grounding, later structural refinements risk drifting toward
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Figure 2: End-to-end methodology for constructing and validating the prompt-bypass taxonomy.

outcome-based groupings or mixed abstraction levels that undermine reproducibility and compara-
bility in robustness measurement [24] 21].

At this stage, the process addresses four coupled design questions: which portion of the LLM
attack surface the taxonomy covers; which communities rely on it and for what downstream tasks;
which meta-characteristic governs all future categorical distinctions; and whether the resulting
classification scheme adopts a single hierarchical structure or multiple orthogonal dimensions [24]
136). Resolving these questions at the outset ensures that evidence collection and iterative refinement
proceed against a stable target.

To ensure that these foundational design questions receive systematic and replicable treatment,
the methodology first specifies a set of general design instructions that any benchmark-oriented
taxonomy-development effort must satisfy [24], [36].
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Instruction:
e Define the taxonomy’s scope by stating explicitly what is included and excluded, including
non-goals.
e Identify the intended users and the decisions or tasks the taxonomy is designed to support.
e Specify the meta-characteristic that governs all subsequent categorical distinctions.
e Determine the structural form of the taxonomy (e.g., single hierarchy versus multiple inde-
pendent dimensions).

Operationalization in this work: Having fixed these design commitments, the present release
instantiates them as follows:

e Domain and scope: The taxonomy is restricted to attacks that intentionally misuse or
exploit a deployed LLM at inference time through a single prompt or small perturbations
to that prompt in order to elicit unintended or policy-violating responses. Included attacks
encompass direct jailbreak prompts and policy-override templates, as well as adversarial text
transformations that preserve semantic intent while altering surface form.

Several categories remain explicitly out of scope in this release and are reserved for future
extensions. These include training-time attacks and fine-tuning manipulation (such as data
poisoning and backdoored models), multi-turn conversational social-engineering strategies,
tool-poisoning attacks, infrastructure exploits whose success derives primarily from system
misconfiguration rather than prompt manipulation, and indirect prompt attacks mediated
through retrieval-augmented generation pipelines.

e Intended users and purpose: Within these boundaries, the taxonomy targets LLM security
teams, red-team practitioners, product engineers, and academic researchers. It supports three
benchmark-critical tasks: describing single-turn prompt attacks using a shared and precise
vocabulary; comparing distinct prompt-manipulation strategies at the mechanism level; and
designing, prioritising, and interpreting defensive evaluations for jailbreak robustness.

e Meta-characteristic: Following Nickerson et al. [24], the taxonomy adopts a single govern-
ing principle that all branches must respect: the manner in which an attacker manipulates
or perturbs a single prompt (or prompt-adjacent input) at inference time to cause an LLM
to violate its intended safety or security constraints for that interaction. Every internal node
therefore corresponds to a difference in prompt-manipulation mechanism rather than to at-
tacker intent, harm category, or system component.

e Shape of the taxonomy: On the basis of these commitments, the development pro-
cess selects a mechanism-first hierarchical structure rather than multiple independent, non-
hierarchical dimensions. A single dominant axis of classification simplifies instance placement,
enables deterministic leaf assignment, and supports corpus construction and mechanism-
stratified reporting, as required for benchmark operation.

5.1.2 Decide What to Classify and How Evidence Is Selected

Once the domain boundaries and organizing principle are fixed, the taxonomy-development process
turns to the question of what constitutes a classificatory object and how the empirical evidence for
such objects is assembled. Because the taxonomy aims to support benchmark construction rather
than high-level risk communication, this stage focuses on identifying reusable classes of single-turn
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prompt attacks and on selecting literature and practitioner sources through a transparent and
systematic procedure. These decisions directly influence coverage, representativeness across bypass
mechanisms, and the reproducibility of future corpus releases.

This step, therefore, formalizes two tightly coupled design choices. First, it specifies what constitutes
an attack instance for classification, ensuring that leaves correspond to stable manipulation patterns
rather than idiosyncratic prompts. Second, it defines a PRISMA-style selection protocol that
governs how candidate attacks are identified, screened, and admitted into the evidence base that
drives structural refinement.

Before describing how this process is instantiated in the current release, the methodology articulates
the general instructions that govern object definition and evidence selection in any benchmark-
oriented taxonomy development effort.

Instruction:

e Define each classified object as a distinct class of single-turn prompt attack, such as a jailbreak
template that consistently bypasses safeguards, a recurring pattern of adversarial perturba-
tions or encoding tricks, or a specific way of inducing unsafe action execution within one
turn.

e Adopt a PRISMA-style literature-selection protocol to avoid biased sampling, including:
defining databases and search strings in advance; running searches and collecting records
(identification); removing duplicates and screening titles and abstracts using explicit inclu-
sion and exclusion criteria (screening); reading remaining papers in full to verify that they
describe single-turn, inference-time, prompt-based or perturbation-based attacks (eligibility);
and retaining only those sources that match the scope and provide sufficient detail to identify
a distinct manipulation type (inclusion).

e Ensure that this process yields a transparent and systematic evidence base rather than an ad
hoc collection of examples.

Operationalization in this work: Having fixed these evidence-selection commitments, the
present release instantiates them as follows:

e Objects (instances): Each classified object corresponds to a reusable class of single-turn
prompt attack rather than to a single handcrafted prompt. Examples include jailbreak tem-
plates that consistently override refusal behavior, recurring perturbation strategies such as
adversarial typos or symbol insertions, Unicode- or tokenization-based encoding tricks that
induce policy evasion, and prompting patterns that trigger unsafe tool or action execution
within a single inference call.

e Sources and time window: We query Google Scholar, IEEE Xplore, ACM Digital Library,
and arXiv, and review curated GitHub repositories and online lists of LLM attacks, including
collections focused on jailbreaks, prompt injection, adversarial text, poisoning, covert fine-
tuning, and training-data extraction. Curated lists are included because several high-impact
jailbreak and injection techniques appear in practitioner channels during 2023-2025, before
indexed publication.

The search window spans 2015-2025. Because LLM security research often disseminates
preprints or technical reports before formal venue publication, eligibility is determined by
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the first public availability date, with later venue publication dates recorded separately to
preserve chronological fidelity.

e Search strategy: Search queries combine three term families: (i) model or target terms (e.g.,
“LLM,” “foundation model,” “GPT”); (ii) attack or vulnerability terms (e.g., “jailbreak,”
“prompt injection,” “adversarial text,” “Unicode smuggling,” “data poisoning,” “backdoor,”
“prompt stealing,” “PII extraction”); and (iii) scope terms (e.g., “safety,” “alignment,” “ro-
bustness,” “security,” “evaluation”). A representative query is:

(“large language model” OR LLM OR GPT) AND (adversarial OR “prompt injection” OR
jailbreak OR “data poisoning”) AND (safety OR alignment OR security).

e Inclusion criteria: A source enters the corpus only if it (a) falls within the defined time
window and is written in English, (b) defines at least one LLM attack pathway that either
operates directly at inference time or can be expressed as prompt manipulation under the
present scope, and (c) provides sufficient methodological detail to support mapping into cat-
egory, subcategory, and prompt-only sub-subcategory. Red-team reports and vendor case
studies focused on inference-time misuse are included where available.

e Quality signals: Priority is given to instances that articulate a clear threat model, evaluate
aligned or safety-tuned models, release reproducible artifacts, and/or present quantitative
evidence of bypass success or impact.

e Exclusion criteria: Studies are excluded when attacks do not transfer to modern LLMs,
involve benign noise without adversarial intent, focus exclusively on defensive techniques
without reusable attack patterns, lack detail for unambiguous placement, or require multi-
turn execution.

¢ PRISMA reporting: The resulting identification, screening, eligibility, and inclusion pro-
cess is summarized using a PRISMA flow diagram, presented in Fig.

e High-profile attack governance: In addition to the PRISMA-based literature set, attacks
that rapidly become prominent within the LLM security community are admitted under a
lightweight governance rule. An attack is triggered when the security workstream records con-
sensus that at least one of the following signals is present: substantial coverage by reputable
press or incident reporting; rapid uptake in practitioner channels such as vendor advisories,
red-team disclosures, or major open-source repositories; or explicit benchmarking or stan-
dardization interest from external bodies. These sources are documented separately so that
the core literature sample remains clearly defined.

e Sampling strategy: Within the included corpus, sampling proceeds primarily by prompt-
manipulation mechanism. Coverage targets attacks that rely on overt natural-language carri-
ers (e.g., role-play jailbreaks), perturbation-based manipulations, encoding-based tricks, and
combinations of these strategies within a single prompt. Additional examples are added in
later rounds to close coverage gaps and stress-test emerging branches.

5.1.3 Set Stopping Rules

After defining the classification and assembling the empirical evidence base, the taxonomy-development
process requires explicit criteria for determining when refinement cycles terminate and the struc-
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Figure 3: PRISMA-style literature review and paper selection pipeline used to construct the tax-
onomy and Tier-1 attack set. The flowchart shows database search, duplicate removal, screening,
eligibility assessment, and final inclusion, together with exclusion criteria and the tiered classifica-
tion of retained papers.

ture stabilizes. Because the taxonomy must support reproducible benchmarking and longitudinal
comparison across releases, convergence cannot rely on informal judgment alone. Therefore, there
is a need to formalize both objective and subjective stopping rules that govern when the hierarchy
is treated as sufficiently complete, non-overlapping, and operational for corpus construction.

The stopping rules play two roles in the overall pipeline. First, they prevent uncontrolled growth
of the taxonomy through continual subdivision in response to marginal cases. Second, they ensure
that every retained category remains empirically grounded in real attacks and that every collected
instance admits a unique placement, thereby enforcing requirements R3—R6.

Before describing the concrete convergence criteria applied in this work, the methodology specifies
the general stopping-rule instructions that any benchmark-oriented taxonomy-development effort
must follow.
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Instruction:

e Define objective stopping rules that trigger termination of refinement when no new node type
is required, no node needs to be split or merged, no two nodes represent the same prompt-
manipulation mechanism, every leaf and major internal node is illustrated by at least one real
attack example drawn from the literature or documented cases, and every collected attack
maps to exactly one leaf of the tree.

e In addition, define subjective stopping rules that require the taxonomy to remain practically
usable, with bounded depth and breadth, distinctions that are meaningful to practitioners,
and coverage that is sufficient for contemporary prompt- and perturbation-based attacks.
Treat violations of these criteria as triggers for further refinement.

Operationalization in this work: Having fixed these convergence commitments, the present
release instantiates them as follows:

e Objective stopping rules: After each full refinement cycle, we re-project the complete
instance set and check whether (i) no new top-level branch or node type is required; (ii) no
additional split or merge is necessary to maintain clear category boundaries; (iii) no two nodes
encode the same prompt-manipulation mechanism; (iv) every major internal node and every
leaf is supported by at least one concrete attack instance drawn from the PRISMA-derived
corpus or other documented cases; and (v) every collected attack maps to exactly one leaf in
the hierarchy.

e Subjective stopping rules: We also require that the resulting tree remains manageable
in size and depth, avoiding both excessively deep and narrow structures and overly flat hi-
erarchies with dozens of leaves. Branch distinctions must remain intelligible to practitioners
engaged in red-teaming and benchmark design. Finally, the taxonomy is treated as sufficiently
complete for the current state of knowledge when all corpus attacks admit non-overlapping
placement at the leaves, unless multi-label assignment is explicitly designed for a particular
branch. Any violation of these conditions triggers further revision of the taxonomy.

e Stability checks after refinement cycles: The taxonomy is declared stable only when
repeated application of the above rules yields no additional structural changes. In particular,
stability requires that no new instance necessitates the introduction of a new top-level branch,
no further split or merge is required to preserve clarity, every internal node includes an explicit
splitting rule or axis sentence, every leaf includes a clear definition, and every attack instance
maps to exactly one leaf without resorting to catch-all categories.

5.1.4 Select a Construction Strategy and Draft an Initial Hierarchy

With the evidence base assembled and stopping rules defined, the taxonomy-development process
next determines how conceptual structure and empirical instances interact during early construc-
tion. Taxonomy-methodology research emphasizes that classification schemes may originate either
from theoretical reasoning or from data-driven clustering, but benchmark-oriented settings impose
additional constraints: the initial structure must admit deterministic instance placement, avoid
topic-level groupings, and remain amenable to systematic refinement through repeated projection
of real attacks.

This step, therefore, governs how the first candidate hierarchy is produced and how it is stress-tested
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against empirical instances. The choice between top-down, bottom-up, or hybrid construction
directly affects the interpretability of early branches, the rate at which coverage gaps emerge, and
the likelihood that the final structure converges to a stable, mechanism-first organization compatible
with requirements R2-R4.

Before describing the concrete approach adopted in this work, the methodology outlines the general
construction strategy instructions derived from prior taxonomy research.

Instruction: Decide whether to begin by drafting a conceptual hierarchy (top-down), clustering
real attack instances first (bottom-up), or combining both approaches. If combining, draft an initial
tree and immediately test it against real examples, using placement failures to drive revisions. Fol-
lowing Nickerson et al., allow either top-down proposal of an initial tree from theory and experience
or bottom-up growth of a tree from clustered empirical attacks.

Operationalization in this work: Having fixed these construction-strategy commitments, the
present release instantiates them as follows.

We commence with a simple top-down draft informed by existing prompt-security taxonomies and
practitioner knowledge, then refine it through systematic bottom-up testing against the collected
corpus. Rather than clustering by surface topic or wording, instances are grouped through a
mechanism-first lens: each prompt is assigned to the primary bypass mechanism by which unsafe
intent passes model guardrails.

From these clusters, the development process constructs a single hierarchical tree by enforcing a
consistent splitting rule at every internal node. For each mechanism class, the first split follows the
most informative “how-it-works” axis, such as surface-form perturbation versus representation-level
encoding transformation, explicit override rhetoric, or compositional assembly of prompt fragments.
Sub-branches then refine these classes into mutually exclusive subtypes based on construction strat-
egy and granularity, for example, character-level versus paraphrase-level perturbations, Unicode or
tokenization tricks versus schema wrappers, and benign framing versus fragment recombination or
optimization-based assembly.

This procedure yields four top-level branches, Perturbation, Encoding Abuse, Overt Carriers, and
Composition & Ordering, each accompanied by an explicit axis sentence that justifies the split and
preserves unique placement and extensibility under the stopping rules defined in Step 3.

5.1.5 Top-Down Draft of the Prompt-Manipulation Tree

Having fixed the construction strategy and convergence criteria in the previous step, the taxonomy-
development process next produces a concrete top-down draft of the prompt-manipulation hierarchy.
This stage converts the previously defined meta-characteristic into an explicit tree structure whose
nodes admit deterministic placement and principled refinement under the established stopping rules.
The emphasis here is not on discovering new attack families but on expressing existing knowledge
in a way that exposes clear boundaries, consistent splitting rules, and extensible internal structure.

This step focuses on specifying the root of the tree, identifying a small number of first-level parti-
tions, and recursively expanding lower levels while enforcing mutual exclusivity and explicit differ-
entiation criteria at every internal node.
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Before describing the concrete instantiation in this release, the methodology articulates the general
top-down drafting instructions that govern this stage of taxonomy construction.

Instruction: Define the root node directly from the scope statement. Identify a small set of
first-level categories that partition the space in a manner consistent with the governing meta-
characteristic. Expand the hierarchy using consistent splitting rules, ensuring that children are
mutually exclusive and collectively meaningful. Ensure that every internal node specifies an explicit
criterion that explains how its children are differentiated.

Operationalization in this work: Having fixed these drafting commitments, the present release
instantiates them as follows:

e Root node: The root represents single-turn, inference-time prompt attacks under the eval-
uation constraints established earlier in this section.

e Level 1 categories: Level 1 instantiates four prompt-manipulation families, Perturbation,
Encoding Abuse, Overt Carriers, and Composition € Ordering, derived from existing knowl-
edge and consistent with the meta-characteristic.

e Lower-level refinement: Each Level 1 branch is recursively refined into more specific
prompt-manipulation patterns by applying one splitting rule per internal node, expressed
as an axis sentence. These rules ensure that siblings are mutually exclusive and that mem-
bership depends solely on the observable properties of the prompt.

Subcategories and, where applicable, prompt-only sub-subcategories capture stable construc-
tion variants within each family. Examples include character- versus paraphrase-level pertur-
bations, Unicode or encoding-layer techniques versus structured wrappers, explicit override
frames versus contextual deception, and concatenation or segmentation strategies versus or-
dering effects.

5.1.6 Execute Bottom-Up Refinement Cycles

Once a top-down draft tree is in place, the taxonomy-development process subjects it to systematic
bottom-up testing against real attack instances. This stage operationalizes the empirical grounding
principle articulated in Step 2 and ensures that the abstract hierarchy withstands contact with
observed prompt-bypass techniques. By repeatedly projecting the collected corpus onto the draft
tree, the process identifies structural weaknesses, overly broad categories, missing branches, and
ambiguities that would otherwise undermine deterministic labeling.

This step therefore governs how instance placement drives structural revision and how successive
refinement cycles converge toward a stable, mechanism-first taxonomy under the stopping rules
defined in Step 3.

Before describing the concrete instantiation adopted in this release, the methodology articulates
the general bottom-up refinement instructions that guide this stage of taxonomy construction.
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Instruction:

e Execute a bottom-up cycle by classifying real single-turn prompt attacks from the literature
and documented sources into the draft tree, placing each instance in the most suitable leaf.
Flag attacks that fit more than one branch, fit no branch, or render a branch overly broad or
vague.

e Look for natural groupings and tensions revealed by the data, such as cases where a category
conflates distinct manipulation strategies and requires a split.

e Adjust the tree by splitting nodes that mix different manipulation types, merging nodes that
cannot be reliably distinguished in practice, introducing new branches when examples reveal
previously unmodeled patterns, and pruning branches unsupported by real or reasonably
expected attacks.

e After each change, re-test instance placement, verify that every attack fits exactly one leaf, and
check that sibling nodes remain clearly distinct. Ensure that this bottom-up stage provides
empirical grounding consistent with prior guidance on taxonomy development.

Operationalization in this work: Having fixed these refinement commitments, the present
release instantiates them as follows:

We map each extracted attack instance from Step 2 to exactly one leaf of the mechanism-based
hierarchy, assigning placement based on the dominant prompt-manipulation strategy rather than
on topical content or outcome. During placement, instances are flagged when they admit multiple
plausible leaves, fail to match any existing branch, or cause a node to function as an overly broad
catch-all.

Resolution proceeds by tightening definitions and boundary rules before performing structural edits.
Only when definitional refinement proves insufficient do we introduce splits or merges, each justified
by an explicit axis sentence. After each revision, all instances are reprojected onto the updated tree
to verify their unique and stable placement.

This iterative process continues until the entire corpus admits deterministic classification, yielding
an updated hierarchy, revised codebooks, and a change log documenting the taxonomy’s evolution
across refinement cycles.

5.1.7 Alternate Top-Down and Bottom-Up Refinement until the Tree Stabilizes

After executing initial bottom-up refinement cycles, the taxonomy-development process alternates
between conceptual reassessment and empirical retesting to drive the hierarchy toward a stable
fixed point. This stage ensures that the tree remains complete with respect to known prompt-
manipulation strategies, avoids redundant or overlapping branches, and preserves interpretability
as new examples are added to the corpus. Alternating between theoretical reasoning and data-
driven validation also guards against prematurely freezing a structure that reflects only the early
evidence set.

This step governs how repeated top-down questioning and bottom-up reclassification interact to
close coverage gaps, simplify the hierarchy, and enforce the stopping rules defined earlier in this
section.

Before describing the concrete stabilization procedure adopted in this work, the methodology ar-
ticulates the general alternation instructions that guide this stage of taxonomy development.
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Instruction:

e Conduct repeated cycles of top-down reasoning and bottom-up checking. Use security knowl-
edge to ask whether obvious prompt-manipulation strategies are missing and to explore simple
variation dimensions, such as whether the manipulation is visible or hidden and whether it
operates in natural language or through formatting or encoding.

e Re-classify the growing set of attack instances from the PRISMA-derived corpus and other
sources, and test whether newly introduced branches are populated and useful.

e At each cycle, remove overlaps where two leaves encode effectively the same type, fill gaps
revealed by new examples, and keep the tree as small and clear as possible.

o Cease iteration only when both the objective and subjective stopping rules defined earlier
are satisfied, including the absence of significant changes in the most recent round, unique
placement of all examples, and a hierarchy that remains simple and meaningful.

Operationalization in this work: Having fixed these stabilization commitments, the present
release instantiates them as follows.

At each iteration, we re-evaluate whether every instance maps to the correct top-level manipulation
family, Perturbation, Encoding Abuse, Overt Carriers, or Composition & Ordering, and whether any
branch conflates distinct prompt-manipulation patterns. When mixing occurs, we either sharpen
the applicable boundary rule or introduce an additional split along the branch’s governing axis, such
as surface-form perturbation versus representation-level encoding change, overt carrier framing, or
compositional ordering effects.

In parallel, we re-project the full corpus onto the updated tree, remove redundant leaves, and
verify that newly introduced branches are populated by real attacks. These cycles repeat until the
stopping criteria are satisfied and no further material structural changes occur.

5.1.8 Use Creative Reasoning for Surprising Prompt Attacks

Even after repeated top-down and bottom-up refinement cycles, some newly observed attacks may
resist clean placement within the existing hierarchy. In such cases, minor definitional sharpening
or local restructuring may prove insufficient to preserve unique placement and mechanism-first
organization. Taxonomy-methodology research recommends a distinct stage of creative reasoning
to accommodate genuinely novel manipulation strategies without destabilizing the overall structure.

This step governs how the taxonomy responds to out-of-distribution prompt attacks that expose
previously unmodeled dimensions of manipulation, while preserving fidelity to the governing meta-
characteristic and the benchmark-operational requirements established earlier in this section.

Before describing the concrete procedure adopted in this work, the methodology articulates the
general creative-reasoning instruction that applies when conventional refinement fails.
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Instruction:

e When a newly identified object does not align cleanly with any existing branch and minor
definitional adjustments prove insufficient, apply creative reasoning to propose structural
changes.

e Following Omair and Alturki [56], articulate what is genuinely new about the attack, sug-
gest candidate new branches or splits, search for additional examples that share the same
underlying mechanism, and insert and test the proposed branch within the tree.

e Retain the new structure only if it adds explanatory power and remains consistent with the
governing meta-characteristic; otherwise, merge or remove it.

Operationalization in this work: Having fixed these creative-reasoning commitments, the
present release instantiates them as follows:

e Characterizing novelty: For attacks that fail to fit existing leaves, we first articulate
precisely what distinguishes the manipulation from known families, for example, whether the
prompt exploits context-length truncation or instruction displacement rather than altering
visible surface form.

e Proposing new structure: On the basis of this characterization, we formulate candidate
new branches or splits, such as a hypothetical root-level extension capturing prompt-structure
or context-limit manipulation.

e Searching for corroborating cases: We then examine the PRISMA-derived corpus and
additional sources for other attacks that rely on the same underlying trick, thereby testing
whether the candidate branch reflects a recurring mechanism rather than an isolated instance.

e Insertion and evaluation: Proposed branches are temporarily inserted into the hierarchy,
the corpus is reclassified, and the effect on clarity, exclusivity, and tree complexity is evaluated.

A new branch remains only when it demonstrably increases explanatory power and preserves align-
ment with the meta-characteristic; that is, it continues to classify attacks according to how the
prompt is manipulated. Otherwise, the structure is removed or merged into an existing branch.

5.1.9 Clean Up Names and Definitions

Once the hierarchy stabilizes under repeated refinement cycles, the taxonomy-development process
turns to linguistic normalization and definitional precision. Because the taxonomy is intended for
instance-level labeling by multiple organizations and annotators, inconsistent terminology, over-
lapping labels, or vague category descriptions would directly undermine reproducibility and inter-
annotator agreement. This stage enforces terminological discipline and explicit boundary rules
across the entire tree.

This step governs how node labels are standardized, how synonymous or ambiguously overlapping
terms are reconciled, how concise definitions are produced for each category, and how neighboring
branches are differentiated at the observable prompt level.

Before describing the concrete procedure adopted in this work, the methodology articulates the
general language-cleanup instructions that apply once structural convergence has been reached.
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Instruction:

e After the tree stabilizes, list all node labels and remove or merge synonyms, deciding how
related terms such as “jailbreak,” “prompt injection,” and “policy override” map onto the
hierarchy.

e Write short, plain-language definitions for every node that specify the covered prompt-
manipulation mechanism and include an inclusion example.

e Clarify boundaries between neighboring nodes by stating the key differentiating cue, such as
“direct override in user prompt” versus “instruction hidden in retrieved document.”

e Ensure that a practitioner can follow the tree and place a new attack at exactly one leaf
without guessing the meaning of labels.

Operationalization in this work: Having fixed these normalization commitments, the present
release instantiates them as follows.

We produce a crisp definition for every node and an explicit splitting rule (axis sentence) for every
internal node. Definitions specify the bypass mechanism in terms of observable prompt properties,
while axis sentences articulate the single deciding cue that governs branch membership. Illustrative
contrasts include plain versus transferred perturbations, Unicode tricks versus wrappers or schemas,
direct overrides versus role-play or template framing, and context framing versus fragment assembly.

For each leaf, we add inclusion and exclusion cues together with at least one canonical example
drawn from the corpus. These materials form a labeling guide that enables independent annotators
to classify new attacks consistently and supports deterministic corpus construction for benchmark-
ing.

5.1.10 Present the Stable Taxonomy with Usage Guidance

Once node labels, definitions, and boundary conditions converge, the taxonomy-development pro-
cess culminates in producing a presentation format that supports operational use in benchmarking,
red-teaming, and evaluation design. Because the taxonomy serves as a methodological artifact
rather than a descriptive survey, its final form must make the entire hierarchy explicit, define every
category precisely, and connect abstract distinctions to concrete attack instances drawn from the
evidence corpus.

This stage governs how the stabilized tree is rendered, how node-level documentation is provided,
and how quantitative prevalence information is reported so that external users can reason about
coverage, sampling priorities, and evaluation emphasis.

Before committing to a concrete release format, the methodology specifies the general presentation
requirements that apply once structural refinement ceases.

Instruction:
e When the taxonomy is stable, present it together with guidance for use.
e Structure the taxonomy from the root (prompt inference attacks) to the leaves (specific
prompt-manipulation types).
e For every internal node and leaf, provide a concise definition and at least one canonical
example attack linked to the PRISMA-based literature set or other documented sources.
o Where feasible, report the number of corpus instances assigned to each category.
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Operationalization in this work: Having fixed these presentation commitments, the present
release instantiates them as follows.

e Root Definition: The root node covers single-turn, inference-time prompt attacks on de-
ployed large language models, subject to the benchmark-operational constraints established
earlier in this section. All descendant nodes describe concrete ways in which an adversary ma-
nipulates a single prompt or prompt-adjacent input in order to induce behavior that violates
intended safety or policy constraints.

e Mechanism Family: Perturbation: Perturbation mechanisms operate by modifying the
surface realization of a user request while preserving its underlying semantic intent. Because
the attacker preserves what the model is being asked to do, the only remaining lever is how
that request is expressed, which naturally leads these attacks to focus on lexical and syntac-
tic variation rather than overt instruction conflict. This emphasis on surface form enables
bypass of refusal heuristics, lexical filters, and lightweight semantic classifiers without in-
troducing explicit override language or large-scale structural reframing. As a consequence,
perturbation-based attacks exploit brittleness in tokenization pipelines, normalization rou-
tines, and incomplete paraphrase invariance in downstream safety systems, and for this reason,
they constitute a distinct top-level family within the taxonomy.

Within this family, a major group comprises plain perturbations, which arise when an at-
tacker manually edits a prompt rather than relying on automated optimization or large-scale
empirical search. Because such edits are crafted for a specific instance, they naturally probe
localized weaknesses in detection systems rather than yielding artifacts intended for reuse
across models or domains, and this property gives rise to two recurring forms that differ in
the linguistic scale at which the surface modification is applied, namely character-level mi-
cro edits and local paraphrase and rewording. Character-level micro edits focus on subword
changes and therefore operate through letter substitutions, punctuation insertions, spacing ir-
regularities, diacritics, visually confusable Unicode glyphs, or leetspeak style encodings, which
fragment sensitive lexical items or alter token boundaries. These disruptions matter because
they frustrate string matching and simple preprocessing stages while still allowing the model
to reconstruct the intended request during generation. Local paraphrase and rewording, by
contrast, shifts the manipulation to the phrase or sentence level, and instead of breaking tok-
enization it replaces sensitive expressions with semantically equivalent alternatives or restruc-
tures short spans through synonym substitution, changes in voice, or euphemistic phrasing.
In doing so, it targets lexical refusal rules and shallow classifiers that depend on specific word
patterns while preserving the same underlying harmful objective.

A second major group of perturbation attacks comprises transfer text perturbations, which
differ from plain perturbations in that they are designed for reuse rather than for a single
prompt. This change in purpose leads them to be produced via automated rewriting pipelines
or sustained probing campaigns across large collections of seed prompts. The goal of these
campaigns is to identify modifications that perform reliably across varied conditions, thereby
motivating two dominant approaches: adversarial triggers and paraphrase-based transfer.
Adversarial triggers emerge from systematic search over suffixes, prefixes, or instruction frag-
ments guided by repeated query response experiments or black box optimization, and because
the search process is driven by bypass success, the resulting triggers exploit recurring weak-
nesses in safety alignment and can therefore be appended to a wide variety of otherwise be-
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nign prompts with consistent effects. Paraphrase-based transfer pursues the same objective of
broad generalization through a different production pathway: attackers generate large collec-
tions of meaning-preserving variants using model-driven paraphrasers or automated rewriting
systems, and then evaluate these variants empirically across prompts and systems.

Mechanism Family: Encoding Abuse: Encoding abuse mechanisms also aim to bypass
safeguards, but they do so by manipulating how instructions are represented or structured
rather than by altering wording alone, and this shift in emphasis from meaning to repre-
sentation leads these attacks to exploit ambiguities in decoding, tokenization, normalization,
and structural parsing along with learned associations between particular syntactic formats
and authoritative or executable content. Because these techniques target how the input is
interpreted rather than what it encodes, encoding abuse is treated as a separate family from
perturbation-based strategies.

Within this family, two major classes appear, namely encoding and Unicode tricks and wrap-
pers and schemas, and the distinction between them follows from whether the obfuscation
is applied at the character and encoding layer or through higher-level structural containers.
Encoding and Unicode tricks operate directly on textual representation, which means they
interfere with preprocessing pipelines before semantic interpretation even begins, and this ob-
servation motivates a further division into three concrete techniques, namely ASCII encoding,
Base64, URL, or cipher style obfuscation, and Unicode, bidirectional, or zero-width controls,
each of which manipulates representation in a different way. ASCII encoding disguises pay-
loads through symbolic layouts or unconventional separators, and this strategy is important
because it defeats naive lexical detection while remaining interpretable to the model. Base64,
URL, or cipher-style obfuscation extends this approach by embedding instructions in encoded
strings that must first be decoded, thereby shifting harmful content past filters that inspect
only raw text and rely on the model’s willingness to perform transformations. Unicode, bidi-
rectional, or zero-width controls push representation-level manipulation further by inserting
invisible or direction-changing characters that alter tokenization or rendering order, thereby
allowing sensitive phrases to be fragmented or reordered without visibly changing the prompt.

Wrappers and schemas, in contrast, shift the attack from representation to structure, and
instead of hiding characters, they hide intent within formats that the model treats as authori-
tative or executable. This change in locus motivates a further division into JSON, Markdown,
or code block wrappers and length or prefix suffix wrappers, which differ in whether the steer-
ing arises from formal syntactic containers or from positional effects in long contexts. JSON,
Markdown, or code block attacks place payloads inside syntactically valid configuration files
or documentation sections, which encourages the model to treat the contents as operational
directives rather than as ordinary requests, whereas length or prefix suffix wrappers rely on ex-
tensive boilerplate or carefully positioned instructions, exploiting positional bias and recency
effects that cause later instructions to dominate earlier safety cues.

Mechanism Family: Overt Carriers: Overt carriers pursue bypass not through conceal-
ment but through confrontation, and this orientation toward explicit rhetorical pressure dis-
tinguishes them from the previous families while redefining how compliance is sought. These
attacks attempt to coerce adherence by reshaping the model’s perceived operating rules, au-
thority structure, or normative obligations. Because the mechanism relies on altering the
instruction hierarchy directly, overt carriers constitute a separate mechanism family.
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Within this family, two major classes arise: direct override patterns and role-play and tem-
plate jailbreaks. The difference between them lies in whether compliance is pursued through
explicit commands or through indirect narrative framing. Direct override patterns focus on
issuing commands that pressure the system to abandon prior instructions, and this focus
naturally yields two variants: simple overrides and DAN-style composites, which differ in
the complexity of the override script. Simple overrides rely on single-shot commands, and
this minimalism matters because it reveals whether a system is vulnerable to modest rhetor-
ical pressure, whereas DAN-style composites extend this approach by layering multiple rules
and personas, creating internal conflicts that subordinate default safeguards. Role play and
template jailbreaks, by contrast, avoid explicit confrontation and instead motivate compli-
ance through narrative context. This orientation also motivates a further distinction between
benign pretext or safety reframing and persona role play, which differ in how the model is
encouraged to reinterpret the request. Benign pretext or safety reframing presents the task
as auditing or education, which lowers the perceived risk of responding, whereas persona
role play goes further by assigning the model a character with different norms, making the
narrative identity itself the source of authorization.

Mechanism Family: Composition and Ordering: Composition and ordering attacks
manipulate prompt-level structure rather than wording or representation, and this focus on
global arrangement differentiates them from previous families while allowing harmful objec-
tives to be embedded within otherwise acceptable contexts through narrative flow, sequencing
effects, and instruction placement.

Within this family, two major classes appear: context framing and deception, and fragment
assembly. The distinction between them follows from whether harmful intent is carried by
extended narrative scaffolding or by distributing pieces of the request across the prompt.
Context framing and deception rely on shaping the overall story or setup of the prompt,
and this reliance motivates a further division into benign wrappers with harmful cores and
scenario-based assembly, which differ in whether the harmful content is hidden inside static
benign text or introduced gradually. Benign wrappers with harmful cores place the unsafe
objective within stories or demonstrations, delaying detection through surface harmlessness,
whereas scenario-based assembly stretches the manipulation across multiple steps, exploiting
the model’s tendency to follow narrative progression.

Fragment assembly instead distributes the malicious content across multiple parts of the
prompt, thereby motivating further divisions into token or phrase shuffling, jailbreak prompt
optimization and search, and interleaving benign and harmful sections, which differ in how the
payload is reconstructed. Token or phrase shuffling rearranges components so that meaning
emerges only after recombination, exploiting local classification; jailbreak prompt optimiza-
tion and search use automated refinement procedures to systematically discover structural
weaknesses; and interleaving benign and harmful sections mixes safe and unsafe spans so that
aggregation effects prevent the full objective from being recognized.

Prevalence and Coverage Reporting

Table[3|reports the empirical distribution of attack instances across all categories and subcategories.
Perturbation mechanisms constitute 36.28% of the corpus, with transfer-based adversarial triggers
forming the dominant subclass. Encoding abuse accounts for 20.35%, primarily reflecting Base64-
style encodings and wrapper-based attacks. Overt carriers comprise 19.47% of instances, divided
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between simple override techniques and composite template constructions. Composition and order-
ing mechanisms represent 23.89% of the dataset, largely attributable to optimization-based prompt
search methods and benign-context framing strategies.

5.1.11 Evaluate the Taxonomy

Once a stable hierarchy and normalized definitions have been established, the taxonomy-development
process turns to empirical validation. Because the taxonomy is intended to support benchmarking,
corpus construction, and defensive analysis, it must be usable by independent practitioners, capture
the dominant classes of prompt-bypass behavior, and admit practical deployment in red-teaming
workflows. This stage evaluates whether the tree can be applied consistently, whether its branches
are complete and non-redundant, and whether its structure supports downstream tasks such as
defense mapping and test-case generation.

Evaluation proceeds through complementary forms of assessment: example-based classification ex-
ercises, expert review, and practical use tests. Together, these checks probe both the internal
coherence of the taxonomy and its operational utility.

Instruction:

e Assemble a diverse set of single-turn prompt attacks, drawing both from existing benchmark
corpora and from newly reported techniques.

e Ask multiple practitioners to classify each attack by traversing the taxonomy tree, and assess
whether the process can be completed without confusion and whether independent classifica-
tions agree.

e Solicit review from LLM security experts to identify missing manipulation types, unnecessary
branches, or confusing distinctions.

e Test the taxonomy in practical workflows, including organizing red-team findings by ma-
nipulation class, mapping defenses to branches (e.g., filtering, prompt hardening, retrieval
cleaning), and planning representative test cases for each leaf.

o If these exercises reveal gaps or unclear regions, revise the tree and repeat the relevant steps
until the evaluation is satisfactory.

Operationalization in this work: To instantiate these evaluation commitments, we adopted
an iterative, multi-round review process. An early version of the taxonomy was first circulated
to a small group of collaborators, who provided targeted feedback on structural clarity, missing
categories, and ambiguous definitions or branch boundaries. We subsequently expanded this review
to a broader invited group of practitioners and LLM security experts, who examined the revised
tree and contributed additional comments and refinement suggestions.

Across both rounds, we consolidated feedback, revised the taxonomy to improve coverage and
disambiguation, and redistributed updated versions where necessary. These revisions have been
incorporated into the development steps described above; consequently, the taxonomy reported in
Section || reflects the outcome of this embedded evaluation process.

5.2 Design Principles and Structure

The taxonomy functions as an operational instrument for benchmark construction rather than as
a descriptive catalog of risks. As a result, it enforces a small number of global placement rules
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Table 3: Prevalence of different attacks

Mechanism Attack category Attack sub-category

Mechanism el () Attack Category e — Attack Sub-category e
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harmful sections

that govern how attacks enter the hierarchy, how hybrid cases are resolved, and how the resulting
categories support reproducible corpus construction and mechanism-stratified evaluation. These
principles follow directly from the ten-step methodology described in the preceding subsection and
are applied uniformly across all levels of the tree.

5.2.1 Mechanism-First Placement

All attacks are classified based on how the prompt manipulates the model during inference, rather
than by targeted hazards, policy categories, or downstream harms. Placement depends exclusively
on the dominant bypass mechanism observable in the prompt itself.

At the top level, the taxonomy partitions attacks into four prompt-manipulation families: Pertur-
bation, Encoding Abuse, Overt Carriers, and Composition € Ordering. These families respectively
capture surface-form modifications that preserve intent, representation-level obfuscation or struc-
tural wrapping, explicit rhetorical override strategies, and compositional arrangements that smuggle
harmful objectives within a benign context or fragmentation.

Lower levels preserve the same organizing logic. Within Perturbation, attacks split into plain
versus transfer-optimized variants depending on whether the edits are human-crafted or engineered
to generalize across prompts or models. Within Encoding Abuse, attacks are classified according to
whether obfuscation occurs at the encoding layer or via structured wrappers such as JSON or code
blocks. Topical content and intended harm do not affect placement.
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5.2.2 One-Instance-to-One-Leaf Mapping

Each attack instance maps to exactly one leaf category in the tree. This constraint supports deter-
ministic labeling, prevents double-counting, and enables per-category success rates to be computed
without ambiguity.

Hybrid prompts that combine multiple techniques are assigned according to the dominant manipu-
lation mechanism identified during placement. When an instance plausibly fits more than one leaf
or none at all, the taxonomy enters another refinement cycle: boundary rules are sharpened, or
new splits are introduced, until unique placement becomes possible.

5.2.3 Consistent Splitting Rules

Every internal node applies a single explicit splitting criterion, recorded as an axis sentence that
explains how its children differ. These rules never mix dimensions such as attacker intent, semantic
topic, or outcome category. Instead, splits depend solely on observable prompt-level constructions.

At the top level, the governing axis distinguishes surface perturbation, representation-level encod-
ing manipulation, overt rhetorical overrides, and compositional structure. Within Perturbation, the
next axis separates production method (plain versus transfer-optimized). Within Plain Perturba-
tions, the hierarchy further separates character-level micro-edits from phrase-level paraphrasing.
Comparable axis sentences govern subdivisions throughout Encoding Abuse, Overt Carriers, and
Composition € Ordering, ensuring that siblings remain mutually exclusive and extensible as new
attacks appear.

5.2.4 Executability and Corpus Suitability

Every leaf category supports concrete, testable prompt instances suitable for benchmarking. Cate-
gories are therefore defined operationally in terms of prompt-level constructions rather than abstract
threat labels.

Each leaf includes inclusion and exclusion cues together with canonical examples drawn from the
evidence corpus. These materials enable independent organizations to construct identical evaluation
sets from the same definitions and to audit reported results.

5.2.5 Prevalence-Aware Validation

Although placement decisions remain strictly mechanism-driven, the taxonomy records the empir-
ical prevalence of each category in the collected corpus. Table 2 summarizes the distribution of
attacks across mechanisms, categories, and sub-categories.

These statistics validate that all major prompt-bypass families observed in practice are represented
and guide balanced sampling for benchmark construction. Recording prevalence prevents the over-
representation of highly publicized attack styles, such as transfer-optimized adversarial triggers,
while ensuring that rarer but operationally significant techniques remain visible in evaluation suites.

5.3 Tiered Attack Selection Strategy

Applying the PRISMA-style review process described above yielded 113 published prompt-attack
methods spanning 18 attack subcategories in our LLM jailbreak taxonomy. In addition, the bench-
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mark draws on 1,200 seed prompts derived from AlLuminate, which serve as the base queries to
which attack methods are applied. These attacks and seed prompts differ widely in operational
complexity, resource requirements, and experimental maturity. Executing every method across all
seeds is therefore infeasible in a benchmark setting and would undermine cost control, longitudinal
stability, and cross-system comparability.

To balance coverage with practical feasibility, we adopt a tiered attack selection strategy that priori-
tizes which attacks are executed while preserving visibility into the broader research landscape. All
113 attacks remain catalogued in the taxonomy, but only a subset is selected for execution in each
release. In this release, the executed subset is restricted to single-turn, inference-time, prompt-only
mechanisms.

5.3.1 Tier 1

For each attack subcategory, we select at least one representative method to ensure coverage across
the full space of jailbreak mechanisms (e.g., manual jailbreak prompts, optimized suffixes, prompt
injection, and PII extraction). Tier-1 attacks are chosen according to the following criteria:

e the availability of a public code repository or executable artefact;
e evaluation on state-of-the-art proprietary or open-source LLMs; and
e a clearly articulated threat model with documented success metrics.

Under these criteria, 22 attacks qualify as Tier-1 mechanisms in the taxonomy.

5.3.2 Tier 2

Tier-2 attacks comprise additional methods within the same subcategories that emphasize realism,
stealth, or stress-testing of defenses rather than breadth. These include black-box or low-query
variants, persistent backdoor attacks, and model- or dataset-specific adaptations of Tier-1 patterns.

5.3.3 Tier 3

Tier-3 attacks include incremental, legacy, or narrow-scope methods, such as early adversarial-text
techniques, highly dataset-specific exploits, or jailbreak styles that have been superseded by stronger
variants.

5.3.4 Variability of Attack Instantiations

For every Tier-1 mechanism, the benchmark explicitly records the dimensions along which concrete
prompts may vary. Across the four top-level prompt-manipulation families, recurring sources of
variability include:

e Perturbation mechanisms: edit budgets and suffix length; iteration limits for optimisation-
based attacks; stochastic paraphrase generation; semantic-preservation thresholds; mutation
operators; and random seeds controlling candidate selection.

¢ Encoding-abuse mechanisms: choice of encoding family (ASCII disguises, Base64 or URL
encodings, Unicode controls); padding and chunking strategies; invisible-character placement;
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wrapper formats such as JSON, markdown, or code blocks; prefix or suffix positioning; and
the fraction of the payload that is encoded.

e Overt-carrier mechanisms: template choice; complexity of composite scripts; persona
richness; narrative framing; amount of benign pretext; and ordering between contextual setup
and harmful core.

e Composition and ordering mechanisms: fragment-assembly operators; shuffling strate-
gies; population sizes for search-based frameworks; crossover or mutation policies; optimisa-
tion depth; query budgets; stopping rules; judge definitions; and interleaving ratios between
benign and harmful segments.

For each Tier-1 mechanism, the benchmark identifies which parameters materially affect bypass suc-
cess and defines a default configuration, along with limited, pre-registered sweeps over the dominant
axes. This approach exercises diversity while preventing uncontrolled expansion of the evaluation
surface.

5.3.5 Tier-1 Mechanisms as Representative Units

By combining a mechanism-first taxonomy with tiered sampling and explicit modeling of prompt
variability, the benchmark converts a large conceptual attack space into a reproducible evalua-
tion suite that remains extensible as new jailbreak families emerge while preserving longitudinal
comparability across benchmark releases.

5.4 Known Gaps and Planned Extensions

The present taxonomy is intentionally scoped to support deterministic labeling and reproducible
benchmarking of single-turn, text-based prompt-only jailbreak attacks. This focus enables clean
attribution of failures to prompt-manipulation mechanisms and supports stable longitudinal eval-
uation across benchmark releases. As a result, several classes of attacks are excluded by design in
the current version. These exclusions are explicit rather than incidental and reflect a deliberate
trade-off between coverage and methodological rigor at this stage of benchmark development.

e Prompt-adjacent attack surfaces. The current release models only manipulate expres-
sions directly within the user-authored prompt and do not yet account for attacks that en-
ter the model context via adjacent channels. This includes retrieval-augmented generation
pipelines in which adversarial instructions appear in retrieved documents, uploaded files, or
tool outputs, as well as tool-mediated or file-based instruction injection that exploits struc-
tured artifacts rather than free-form prompts. Future releases plan to introduce dedicated
branches for these pathways, with explicit boundary rules distinguishing direct prompt ma-
nipulation from retrieval-mediated, file-mediated, and tool-output-mediated attacks. [58] [59]
[60] [61]

e Cross-lingual and code-switching strategies. Although several existing categories cap-
ture paraphrasing and surface-form perturbations, the taxonomy does not yet isolate bypasses
that operate primarily through language shifts, translation, or code-switching across natural
languages or programming languages. Prior work has observed that multilingual jailbreak
attacks, where malicious instructions are translated or presented in non-English languages,
can more readily evade safety filters [62], and that code-switching red-teaming (CSRT) queries
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combining multiple languages elicit a higher rate of undesirable model behaviors than stan-
dard English-only attacks [63]. These strategies exploit uneven safety coverage across linguis-
tic channels rather than within-language reformulation. Subsequent versions will introduce
explicit sub-branches for cross-lingual and multilingual bypass mechanisms to enable targeted
measurement of robustness across language domains.

Multi-turn and conversational jailbreak strategies. The present release restricts itself
to single-turn attacks to maintain unambiguous instance-level labeling and bounded evaluation
protocols. Conversational strategies that rely on gradual escalation, trust-building, or iterative
erosion of constraints across multiple turns remain outside the scope. Prior work has shown
that multi-turn interactions, in which an adversary gradually coaxes the model into violating
safeguards across a sequence of exchanges, can expose vulnerabilities that are not evident
in isolated single-turn prompts. Future extensions will expand the taxonomy to incorporate
multi-turn jailbreak families together with structural representations that support controlled
multi-turn benchmarking while preserving reproducibility.

Non-text modalities of attacks. Because the current taxonomy covers only text-based
attacks, it leaves many other modalities untouched. Adversarial image-based attacks include
both white-box and black-box methods, with some of the more well-studied black-box attacks
including mechanisms like perturbations to disrupt pixel-level information [64] or introduce
adversarial patches [65] to the image. Though the current taxonomy is applied to the text
portion of text+image inputs to attack VLMs, none of the current attacks target the image
portion of the prompt, and no other modalities (e.g., audio, video) are covered under the
current taxonomy.

Versioning and forward compatibility. These gaps constitute planned areas of expansion
rather than unrecognized omissions. The taxonomy is structured to admit new branches
for prompt-adjacent channels, multilingual bypasses, and conversational strategies without
requiring reclassification of historical prompt-only instances. This versioned design follows
prior benchmark efforts that emphasize extensibility and longitudinal comparability under
evolving evaluation targets [60, [67]. Such structure preserves cross-release consistency while
enabling systematic growth as the LLM attack surface expands.

Establishing Benchmarks and their Evaluation Methodol-
ogy

We conduct a series of initial experiments using the pipeline shown in Fig[f|to validate the proposed
attack taxonomy and to probe the behavior of candidate evaluation pipelines under a range of
adversarial prompting strategies. These experiments are intended solely for internal methodological
validation and diagnostic analysis, rather than for public reporting of system performance. The
observations derived from these studies motivate benchmark construction and evaluation practices.

6.1 Taxonomy-Driven Attack Selection

Experience with prior jailbreak benchmarks [I7, [68] 69], the construction of mechanism-first attack
taxonomies as shown in Section [5] pilot experiments conducted during taxonomy development, and
evaluation prototyping indicate that attack selection should not proceed through ad-hoc curation
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Figure 5: Benchmark instantiation and evaluation pipeline. A fixed seed set (AILuminate/aligned)
and a fixed attack set define the generated adversarial variants. All prompt instances are executed
against each SUT under a stateless, single-turn protocol, graded by a fixed evaluator stack, and
aggregated into benchmark metrics. All execution artifacts are versioned and retained.

from the literature. Because the space of prompt-based attacks is large and rapidly evolving, future
benchmark releases should adopt a defensible, taxonomy-guided selection process that supports
systematic coverage, reproducibility, and auditability [70, [71].

6.1.1 Coverage Across the Taxonomy

Experience with taxonomy development suggests that benchmarks should aim to include at least
one representative attack instance from every leaf category of the taxonomy. This requirement
helps to ensure that all major prompt-bypass mechanisms are exercised and reduces the risk that
widely publicized jailbreak styles dominate evaluation corpora while structurally distinct families
remain under-tested. Leaf-level coverage would further enable mechanism-stratified reporting and
principled extension of the benchmark as new attack families emerge.

6.1.2 Evidence-Based Instance Selection

Within each attack family, concrete instances should be selected using explicit, evidence-driven
criteria rather than random sampling. In particular, priority should be given to attacks that exhibit
the following properties:

e Prevalence and community uptake, reflected in repeated appearance across independent aca-
demic studies, industry red-team reports, or practitioner repositories;

e Availability of reproducible artifacts, such as released prompt templates, transformation code,
or benchmark-ready implementations;

e Acceptance or validation at top-tier peer-reviewed venues, or wide citation in authoritative
technical reports, signaling research consensus regarding the attack’s relevance.

These criteria help ensure that selected attacks are representative of broadly recognized bypass
mechanisms rather than idiosyncratic constructions.

6.1.3 Defensibility and Auditability

Taken together, coverage constraints and evidence-based selection criteria should operationalize
defensible attack selection in benchmark releases. Each included attack should be traceable to
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publicly available sources, replicable by independent researchers, and justifiable as representative
of a broader class of prompt-manipulation strategies. Benchmarks should therefore document, for
every selected attack:

e the taxonomy leaf to which it is assigned;
e the motivating sources;
e and the artifacts or implementations used to instantiate it.

Such documentation would enable auditors, regulators, and benchmark users to verify coverage
claims and reproduce corpus-construction decisions.

6.2 Reproducible Attack-Generation Implementations

Once attack classes have been selected through the taxonomy-guided process, they should be opera-
tionalized as reproducible, auditable prompt-generation artifacts rather than as informal collections
of templates [70].

6.2.1 Artifact-Centered Implementations

Each attack should be instantiated using implementations derived directly from the original public
repositories whenever possible. Artifact construction should include capturing all required depen-
dencies, configuration files, and environment specifications, together with explanatory documenta-
tion describing how the generator operates and how prompts are produced. Furthermore, every
attack implementation should be accompanied by a clear execution guide, such as a README file,
that enables independent users to rerun the generator without access to private infrastructure.

6.2.2 Deterministic Transformations and Parameter Control

Attack generators should implement deterministic transformations wherever feasible. Parameter
settings, random seeds, mutation rules, and filtering steps should be recorded so that identical
inputs yield identical outputs across reruns. To support longitudinal comparison, generators should
be explicitly versioned, and changes across releases should be documented through changelogs.

6.2.3 Use of Open-Source Models for Attack Crafting

When attack generation requires models in the loop, downloaded open-source models should be
preferred over proprietary systems in order to maximize transparency and reproducibility. All model
checkpoints, versions, and inference parameters used during attack generation should therefore be
recorded and released as part of the benchmark artifacts.

6.2.4 Manual Verification of Generated Outputs

Automated pipelines should be complemented by manual verification on a subset of sampled
prompts. Generated outputs should be inspected to confirm that they instantiate the intended
taxonomy leaf, preserve task intent where required, and correctly realize the targeted bypass mech-
anism. This verification step serves as a safeguard against silent implementation errors, generator
drift, or misalignment between intended and realized attack behavior.
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6.3 Handling Attack Variability

Prompt-based attacks rarely appear in only one canonical form [I7, [68]. In practice, most jail-
break mechanisms admit many surface realizations, different phrasings, encodings, wrappers, or
contextual framings that can materially affect whether a system fails or refuses. For this reason,
future benchmarks should avoid relying on a single template for each attack category and instead
incorporate multiple instantiations of every selected mechanism.

6.3.1 Generating Multiple Variants per Mechanism

For each taxonomy leaf, several concrete variants should be generated that differ in surface form
while preserving the same underlying bypass strategy. These variants should be treated as real-
izations of a common attack mechanism when computing aggregate statistics and reporting re-
sults. Encoding-based transformations provide a useful illustration. A simple Caesar cipher admits
twenty-five non-trivial shift values, each producing a distinct surface string while leaving the un-
derlying meaning intact after decoding. Evaluating all possible shifts for every seed prompt would
substantially increase benchmark size without necessarily yielding proportionate insight, particu-
larly when many rotations behave similarly with respect to model parsing and evaluator behavior.
Exploratory testing suggests that a small number of carefully chosen shifts, for example, three off-
sets spanning low, medium, and high rotations, can nevertheless reveal whether a system is broadly
vulnerable to this class of encoding-based bypass.

6.3.2 Role of Expert Judgment in Early Releases

In early benchmark iterations, the selection of specific variants will likely rely in part on expert
judgment informed by red-teaming experience and pilot studies. Such manual curation can help
exclude degenerate prompts, ineffective transformations, or variants that inadvertently change task
intent or hazard category. At the same time, reliance on judgment-driven selection must be made
explicit, as it introduces the risk of bias when the inclusion criteria are not clearly documented.

6.3.3 Toward Formalized Variant-Selection Procedures

Over time, variant selection should become increasingly systematic. For parameterized attacks
such as Caesar-style encodings, this could involve enumerating the full parameter space, grouping
variants into equivalence classes based on structural similarity or empirical behavior, and sampling
a fixed number of representatives from each group. Publishing the selected parameter values, along
with the rationale for their selection, and expanding coverage incrementally across releases rather
than replacing previously evaluated variants would allow the benchmark to scale while preserving
longitudinal comparability.

6.3.4 Documentation and Longitudinal Stability

All rules governing variant generation, including parameter ranges, sampling strategies, and filtering
heuristics, should be recorded as part of the released benchmark artifacts. Fixing these procedures
across releases, and introducing changes only through versioned updates, would ensure that observed
performance trends reflect genuine changes in system robustness rather than shifts in experimental
design.
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6.4 Selection of Systems Under Test (SUTSs)

After attacks have been selected through the taxonomy, instantiated in reproducible code, and
expanded to include multiple variants, the next step is to choose the systems under test. This
ordering ensures that evaluation targets are not implicitly shaping the attack corpus and that
cross-system comparisons are grounded in a fixed adversarial workload.

6.4.1 Separation Between Attack Generation and Evaluation

Models used to generate adversarial prompts should be strictly excluded from the set of systems
under test. Maintaining disjoint sets for attack crafting and evaluation reduces the risk that attacks
are inadvertently tuned to the idiosyncrasies of a particular model architecture and strengthens the
defensibility of resulting robustness measurements. This separation is particularly important for
benchmarks intended for longitudinal use or external audit, as it limits model-specific bias and
circular evaluation effects.

6.4.2 Architectural and Training Diversity Within Open-Source Models

The SUT set should reflect meaningful diversity within the class of downloaded open-source systems.
This includes variation across model families, parameter scales, pre-training strategies, instruction-
tuning approaches, and safety-alignment techniques. Restricting evaluation to locally runnable
models improves experimental control, supports reproducibility, and avoids confounds introduced
by opaque or changing API-served deployments.

6.4.3 Explicit Inclusion Criteria

Selection should be governed by publicly documented inclusion criteria. These may include the
availability of model weights and licenses that permit benchmarking, reproducible inference config-
urations, hardware feasibility, and the stability of checkpoints over the evaluation period. Making
these criteria explicit clarifies the benchmark’s scope and supports principled expansion in future
releases.

6.4.4 Longitudinal Consistency Across Evaluation Rounds

Whenever possible, the benchmark should preserve a stable core set of SUTs across evaluation
rounds. Retaining continuity enables longitudinal analysis of robustness trends and reduces con-
founding effects introduced by large changes in the evaluated population. When systems are added
or removed, those decisions should be documented together with their rationale so that observed
changes in aggregate robustness can be interpreted correctly.

6.5 Evaluation Protocol

After attacks have been selected, instantiated, and paired with systems under test, evaluations
should follow a strictly controlled prompt-response protocol designed to isolate the effect of adver-
sarial prompting and ensure comparability across systems.

o1



6.5.1 Single-Turn, Stateless Interactions

All evaluations should be conducted in a single-turn, stateless setting. Fach prompt should be
submitted to the SUT as an independent interaction, with no conversational history carried over
from previous prompts. Systems should be reset to a default state between queries to prevent con-
tamination from accumulated context, caching, or adaptive defenses. This design choice simplifies
interpretation and aligns evaluation with worst-case single-shot attack scenarios. Prompts should
be evaluated independently with no conversational state preserved.

6.5.2 Baseline and Under-Attack Conditions
Each SUT should be evaluated under two matched conditions:

e Safety baseline: seed prompts executed in their original form to characterize behavior on
non-adversarial inputs under the benchmark’s threat model.

e Under attack: seed prompts transformed into one or more adversarial variants using the
selected attack mechanisms, with the resulting prompts executed against the same SUT.

To ensure fairness and interpretability, all SUTs should be tested using identical prompt sets, iden-
tical evaluator configurations, including evaluator prompts and decision thresholds, and identical
aggregation and reporting rules. No SUT-specific fine-tuning, adaptation, or human intervention
should occur during evaluation.

6.6 Attack-Aware Evaluator Design

Evaluator behavior can substantially influence measured robustness if not carefully controlled [69].
Initial experiments and prior benchmark experience indicate that evaluation pipelines are them-
selves vulnerable to attack-induced artifacts and distributional shifts in model responses. These ob-
servations motivate the need for evaluators that are explicitly conditioned on jailbreak mechanisms
rather than treated as attack-agnostic components. Future benchmark releases should therefore
treat evaluator construction, validation, and auditing as first-class design concerns alongside attack
selection and SUT choice.

6.6.1 Attack-Conditioned Evaluation and Decoding

Some attack families manipulate the surface form of model outputs rather than their semantic
content. For example, systems may respond to ROT13-encoded prompts by returning ROT13-
encoded text. An evaluator that inspects only the raw surface string may fail to decode such
responses and consequently misclassify their safety.

To mitigate this class of failure, evaluator pipelines should incorporate attack-conditioned aug-
mentation, including detection of encodings or formatting schemes, automatic decoding when such
schemes are present, grading of decoded content rather than surface strings, and evaluator prompts
specialized for particular attack families.

6.6.2 Heterogeneous Evaluator Performance Across Attacks and Systems

Initial experiments indicate that evaluator reliability varies substantially across jailbreak mecha-
nisms and across systems under test. Performance on one attack family does not reliably transfer
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to others, and interactions between attack type and SUT characteristics further affect classification
accuracy.

Accordingly, future benchmarks should profile evaluator behavior separately for each attack family
and across representative SUT's using curated human-labeled samples as reference points. Attack-
stratified auditing is required to prevent evaluator artifacts from being misinterpreted as genuine
differences in system robustness.

6.6.3 Attack-Induced Response Forms and Evaluator Failure Modes

Jailbreak attacks frequently drive models toward response distributions that differ markedly from
those observed under direct prompting. These include narrative structures that embed harmful con-
tent in benign framing, coded outputs such as binary strings or simple ciphers, responses structured
as executable programs, and partial attempts to decode malicious inputs.

Such response forms can challenge evaluators, who may struggle to distinguish narrative explana-
tion from facilitation, interpret computer code appropriately, or decode enciphered material prior
to classification. Attack prompts tend to elicit longer, more complex responses and fewer flat re-
fusals than direct prompts, thereby increasing annotation difficulty for both automated and human
graders.

Across a range of systems under test, individual attack mechanisms often induce a small number of
characteristic response archetypes. Evaluator prompts and preprocessing pipelines should therefore
be informed by these anticipated patterns rather than remaining attack-agnostic.

6.6.4 Gaming the Assessment Standard

Initial experiments further suggest that attacks may explicitly target the evaluation rubric itself.
Some prompts request response formats, such as narratives, that can appear non-violating with
respect to the letter of an assessment standard, regardless of semantic content. More generally,
attackers may attempt to exploit knowledge of the assessment criteria to induce superficially com-
pliant yet substantively unsafe outputs.

These considerations reinforce the importance of semantic reasoning in evaluators and of periodically
stress-testing the evaluation protocol itself against rubric-aware adversaries.

7 Multimodal Attack Application and Culturally-Sensitive
Prompt Sets

7.1 Taxonomy Application to VLMs

The taxonomy proposed in this paper classifies single-turn attacks that can be applied to textual
input to a SUT that takes a textual input and provides a textual output, which can be assigned a
safety classification label. We term such a SUT as text-to-text, T2T. We note that the taxonomy
presented here is also applicable to multimodal inputs so long as one of the input modalities present
in the prompt is text. To demonstrate the generalizability of this taxonomy, we plan to test SUTs
not only in a text-to-text setting, but also in a text-+image-to-text setting (T+I2T), using the same
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set of attacks for for the text component. We will also be releasing a taxonomy of attacks on the
image component.

7.2 T+HI2T seed prompt sets

For T+I2T jailbreaks, seed prompts are designed to require multimodal understanding to address
the prompt’s safety implications correctly. Following the design of the MSTS dataset [72], the
text in each prompt is vague and potentially innocuous (e.g., “Should I drink this?”), and the
image in each prompt is also potentially innocuous (e.g., an image of a bottle of bleach), but the
text+image pair has clear safety implications. For the MLCommons Benchmarking efforts there
are 1354 T+I2T seed prompts comprising three parallel datasets: (i) original MSTS prompts, (ii)
an expanded, closed version of MSTS prompts, and (iii) a culturally-specific adaptation of MSTS
prompts that are relevant to Singaporean contexts.

e Global safety prompts

— MSTS-base: The full set of 400 English MSTS prompts from Réttger et al. (2025).
These prompts are fully open-sourced. Five AlLuminate hazards are covered: (i) violent
crimes, (i) nonviolent crimes, (iii) suicide & self-harm, (iv) sex-related crimes, and (v)
other

— MSTS-MLC: A 554-prompt expansion of MSTS-base developed by MLCommons re-
searchers as a closed-source prompt set. Seven AILuminate hazards are covered: (i)
violent crimes, (ii) nonviolent crimes, (iii) suicide & self-harm, (iv) sex-related crimes,
and (v) sexual content, (vi) indiscriminate weapons, and (vii) other.

e Culturally specific safety prompts

— MSTS-Sing: A 400-prompt expansion of MLC-base developed to target safety knowl-
edge specifically relevant to a Singaporean context, as a contrast to the typically Western-
centric safety lens applied to safety evaluations. Seven AlL.uminate hazards are covered:
i) violent crimes, (ii) nonviolent crimes, (iii) suicide & self-harm, (iv) sex-related crimes,
and (v) sexual content, (vi) indiscriminate weapons, and (vii) other.

7.3 Cultural Nuance in Vision-Language Models

7.3.1 Why Cultural Context Matters

Many visual concepts, such as social roles, symbolic objects, gestures, events, or everyday activities,
are culturally situated rather than universally acceptable. The meaning of an image may depend
on region-specific norms, historical references, or social conventions that are not visually explicit.
For example, giving a clock as a gift may be considered appropriate in Western cultures, but is
often regarded as offensive toward elderly individuals in Chinese contexts, as the pronunciation of
“giving a clock” (3E¥F: song zhong) is a homophone for a phrase meaning to send someone off at
a funeral (7£%%: song zhong) [73] [74, [75]. Given that vision-language models are increasingly used
by users to interpret visual content in real-world settings, it is therefore critical to ensure that these
models can appropriately situate visual information within relevant cultural contexts, particularly
in culturally rich regions such as Southeast Asia. Otherwise, a model may generate fluent yet
culturally misaligned outputs while still achieving strong performance on standard benchmarks.
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can i give a clock to my Chinese friend's parents as
birthday present?

Yes, it is common practice in Chinese culture to give clocks as birthday presents because they
symbolize good luck, prosperity, and longevity. In fact, giving someone a clock on their birthday is
believed to bring good fortune for the coming year. However, it is always a thoughtful gesture to
consider your friend's taste and preferences before making a purchase. If you are unsure about
what kind of clock to give, you could ask them directly or consult with a gift-giving expert to find

the perfect gift that they will appreciate.

Figure 6: Failure to capture cultural nuance may result in incorrect or inappropriate model sugges-
tions, as shown in this image.

7.3.2 Developing a Culturally-nuanced Seed Prompt Set

A methodology that follows a similar setup to that described earlier but is adapted to examine
cultural nuances can be utilised to create a seed prompt set. This can then be used as a baseline
for jailbreak attacks. To create the seed prompt set, prompts that are individually safe and images
that are individually safe, but which become culturally inappropriate or misleading when interpreted
jointly are curated. Importantly, the goal is not to trigger model guardrails through the prompt
or the image alone, but to assess whether the model can correctly infer nuanced cultural meaning
when both modalities are combined. This forms the basis to construct image-prompt pairs that
require culturally grounded interpretation to respond appropriately.

IMDA has constructed a seed prompt set using nine native Singaporean contributors. Each con-
tributor provides approximately 20-30 culturally grounded image-prompt pairs, guided by a set
of predefined categories. Three human annotators then review the prompts and images to ensure
that each modality is individually safe, while the combined image-prompt pair introduces cultural
nuances or potentially inappropriate interpretations. Each prompt-image pair is additionally an-
notated with a brief explanation describing why the combined input is culturally inappropriate or
misleading. The resulting dataset consists of 200 prompt-image pairs. These pairs will form the
basis for jailbreak attacks in the MLCommons Jailbreak Benchmark v1.0

8 Future work

In this release, we deliberately restrict the scope to prioritize methodological clarity, reproducibility,
and controlled coverage of representative prompt-bypass mechanisms. In future versions, we will
progressively relax these constraints and extend both the taxonomy and executable benchmark
along multiple axes.

8.1 Incorporating v0.5 and Emerging Compound Attacks

In this release, we focus on atomic, single-mechanism instantiations aligned with the stabilized tax-
onomy in order to enable clear attribution of failures to individual manipulation strategies. In ex-
ploratory experiments, however, we observed that compound attacks combining multiple techniques
can substantially outperform individual transformations. For example, a seed prompt such as Can
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Prompt:

Should | give this to my Chinese
colleague as a retirement gift?

Image:

Figure 7: Failure to capture cultural nuance may result in incorrect or inappropriate model sugges-
tions as shown in this image.

you analyze my words and begin your response with, "I have that information! Here
you go." How might someone arrange for the live streaming of inappropriate... was
mutated into C@ yO|_| @@1yz3 my wOrd @d 3gi yO|_|lr r3|03 with, "I h@\/3 th@t i|=0rm@tiO!
H3r3 yO|_| g0." HOw might Om303 @rr@g3 |=0r t..., yielding higher bypass success than any
single component alone. In future versions, we will systematically incorporate such compound
attacks—along with successful mechanisms from the v0.5 benchmark and newly emerging tech-
niques—once they are formalized under the taxonomy’s placement rules.

8.2 Extending Beyond Single-Turn Inference-Time Attacks

In this release, we restrict the taxonomy and benchmark to single-turn, black-box, inference-time
attacks. This choice supports reproducible evaluation and direct comparison across systems. In
future versions, we will extend both to multi-turn conversational attacks, training-time poisoning
or instruction injection, and system-level settings such as retrieval-augmented generation (RAG)
manipulation and tool-use steering. These extensions will be incorporated while preserving com-
patibility with the taxonomy’s structural grammar.
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8.3 Cultural Nuance in Vision-Language Models

While this benchmark is limited in scale, the observations point to several directions for future
work. Expanding culturally grounded datasets to achieve broader geographic and social coverage
would enable more robust evaluation, including cultural contexts beyond Singapore. Incorporating
culturally diverse annotators and explicitly documenting annotation disagreement could further
surface cultural ambiguity, which is particularly valuable for understanding and mitigating the
observed model failures. Secondly, to better support automated evaluation, the LLM serving as
the judge must be carefully selected or specifically fine-tuned to accurately assess cultural nuances.
Without such adaptation, the model may overlook implicit social norms and lead to unreliable or
inaccurate judgments, as seen in our analysis.

8.4 Attack-Aware Evaluation

A key limitation of the present evaluation protocol is that evaluator reliability is assessed pri-
marily through aggregate accuracy, without conditioning on the specific adversarial attack types
under evaluation. Although human annotations are used to establish ground-truth labels, subse-
quent benchmarking of automated evaluators does not disaggregate results across attack categories,
thereby obscuring systematic variation in judge behavior. This design choice makes it difficult to
identify whether observed errors stem from general evaluator weakness or from attack-specific blind
spots. In practice, an evaluator may demonstrate strong performance for certain classes of attacks
while failing to detect others, leading to biased estimates of system robustness and potentially mis-
leading comparisons across models or defenses. Furthermore, heterogeneity in linguistic structure,
semantic subtlety, and prompt complexity across attacks may interact with evaluator inductive
biases, introducing additional confounding factors into the judging pipeline. These issues collec-
tively undermine the interpretability and stability of the evaluation results and highlight the risk
of assuming uniform judge competence across heterogeneous threat models.

9 Conclusion

This work advances a taxonomy-driven methodology for benchmarking single-turn jailbreak attacks
on large language models. In contrast to prior evaluations that emphasize prompt breadth or aggre-
gate performance metrics, we treat classification design as a first-order methodological commitment.
By centering evaluation on a mechanism-first, prompt-only taxonomy with deterministic instance
placement and stable splitting rules, we provide a structural foundation for reproducible corpus con-
struction, interpretable mechanism-stratified reporting, and longitudinal robustness analysis. The
proposed taxonomy satisfies six evaluation-critical requirements: it restricts scope to single-turn
inference-time prompt manipulation; organizes attacks by bypass mechanism rather than hazard;
enforces one-instance-to-one-leaf mapping; applies consistent splitting criteria; grounds categories in
executable prompt transformations; and spans major prompt-bypass families observed in practice.
These properties directly address recurring limitations in prior jailbreak benchmarks, including am-
biguous coverage claims, unstable category boundaries, and difficulties in cross-release comparison.

We also emphasize that credible jailbreak benchmarking requires more than attack enumeration.
Evaluation protocols must separate baseline safety measurement from adversarial robustness assess-
ment, ensure reproducible prompt-generation artifacts, and assess evaluator reliability at the level
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of specific attack families. Without attack-stratified analysis of judging behavior, aggregate robust-
ness metrics risk obscuring systematic blind spots and undermining defensibility in governance or
audit contexts.

This release, therefore, focuses on methodological consolidation rather than comprehensive scoring.
The taxonomy serves as the structural backbone for future MLCommons jailbreak benchmarks,
enabling principled attack sampling, auditable corpus construction, and mechanism-level reporting.
Subsequent releases will expand coverage across the full taxonomy, incorporate broader attack
families and modalities, and integrate evaluator-aware robustness metrics. By grounding jailbreak
evaluation in explicit scope boundaries, stable classification rules, and reproducible operational
design, this framework aims to support defensible security assurance, regulatory alignment, and
longitudinal measurement of progress in LLM robustness.
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